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      Abstract


      The today's efforts of aerospace system engineers, not to mention human psychologists, to assure adequate operational reliability of electronic-and-photonic (E&P) products and satisfactory success-and-safety of a mission or of an extraordinary situation, are, as a rule, based on more or less trustworthy statistics and on what is known as best practices. These efforts are typically unquantifiable, i.e. do not end up with numerical data that enable comparing different possible scenarios of the outcome of a planned undertaking. The objective of this review is to show, using examples from different and sometimes even unconnected areas of aerospace E&P and ergonomics engineering, how probabilistic predictive modeling (PPM) geared to a carefully designed, thoroughly conducted and adequately interpreted highly-focused and highly cost effective failure-oriented accelerated testing (FOAT) can be employed to quantify what is typically considered as "unquantifiable", i.e., to evaluate the lifetime and the corresponding probability of failure (PoF) of an aerospace E&P system, and/or the role of the human factor (HF), and to predict the outcome of a human-in-the-loop (HITL) related mission or an extraordinary situation, when equipment's reliability (both hard- and software) and human performance contribute jointly to the never-zero PoF of a mission or an extraordinary situation. The reader is not expected to necessarily "connect the dots", associated with different situations and examples provided. The only, but an important, feature that these examples have in common is that many aerospace system and ergonomics engineering related tasks and problems, which are perceived and treated today as unquantifiable, could and, in the author's opinion, should be quantified to assure safe and successful outcome of a particular aerospace undertaking of importance.


      Acronyms


      BAZ: Boltzmann-Arrhenius-Zhurkov (model); BIT: Burn-in testing; COV: Coefficient of Variation; DEPDF: Double Exponential Probability Distribution Function; EVD: Extreme Value Distribution; FDR: Flight Data Record; FOAT: Failure Oriented Accelerated Testing; E&P; Electronic and Photonic; GWB: George Washington Bridge; HALT: Highly Accelerated Life Testing; HCF: Human Capacity Factor; HF: Human Factor; HITL: Human-in-the-Loop; KCAS: Knots Calibrated Air Speed; LGA: La Guardia Airport; MWL: Mental Workload; NTCB: National Transportation Safety Board; PDfR: Probabilistic Design for Reliability; PM: Predictive Modeling; PoF: Probability of Failure; PPM: Probabilistic Predictive Modeling; PRM: Probabilistic Risk Management; RAT: Ram Air Turbine; QT: Qualification Testing; SF: Safety Factor; SM: Safety Margin; TRACON: Terminal Radar Approach Control; TTF: Time to Failure


      Introduction


      The current efforts led by system engineers to improve reliability of E&P materials, devices, packages and systems, and by human psychologists - in various safety-oriented documentations and activities, are, as a rule, qualitative. E&P systems reliability assurances, even when high operational reliability is crucial, are based on best practices and highly-accelerated-life-testing (HALT) [1,2] - a "black box" that might improve, but does not quantify reliability. The today's efforts of making missions and hazardous situations, including those when the HF is critical, successful and safe, employ, as rule, various non-quantified considerations and speculations. The majority of these efforts are of the mental workload (MWL) or situation awareness type [3-11]. In this review based primarily on the author's recent publications it is shown how analytical PPM geared to a highly focused FOAT (based on the anticipated bottlenecks of the system reliability and human performance) can be effectively employed to "quantify unquantifiable" - predict the PoF and the corresponding lifetime of an E&P product and/or a mission or an off-normal situation, when the role of the HF is critical [12], or when the reliability of the equipment (both hard- and software) and the human performance contribute jointly to the never-zero PoF of the considered effort. Accordingly, three major areas are distinguished and addressed with an objective to quantify what lends itself to more or less convincing quantification: 1) The aerospace E&P reliability [13-109]; 2) The role of the HF in some more or less typical aerospace situations [110-126]; 3) Some HITL related missions and situations, when the instrumentation's reliability and human performance contribute jointly to the outcome of such missions and situations [127-144]. The analyses use analytical modeling and applied probability theory [145-150]. It is briefly indicated also [151-154] how some of the developed models could be used to quantify the outcomes of processes or events even beyond the above areas, such as, e.g., survivability of species in different habitats [154]. The author would like to emphasize again that the "dots" associated with the addressed examples may or may not lend themselves to simple "connection". It is his intent and hope that an aerospace system or ergonomics engineer, after reading the abstract and the introduction, will go through the review and the cited references and will select the analyses pertinent to his/hers area of professional interest.


      Review


      E&P reliability


      Today's practices


      some problems envisioned and questions asked: Here are some problems envisioned and questions asked in connection with the today practices in the aerospace system and ergonomics engineering:


      • E&P products that underwent HALT [1,2,20,22,54,56], passed the existing qualification tests (QT) and survived burn-in testing (BIT) [94,98,103] (see Table 1 below) often exhibit nonetheless premature field failures. Are these methodologies and practices, and particularly the accelerated test procedures, adequate [26]?


      • Do electronic industries need new approaches to qualify their products, and if they do, what should be done differently [45,76]?


      • Could the existing practices be improved to an extent that if the product passed the reliability tests, there is a way to assure that it will satisfactorily perform in the field?


      • In many applications, such as, e.g., aerospace, military, long-haul communications, medical, etc., high reliability of E&P materials and products is particularly imperative. Could the operational (field) reliability of an electronic product be assured, if it is not predicted, i.e., not quantified [41]?


      • And if such quantification is found to be necessary, could that be done on the deterministic, i.e. on a non-probabilistic basis [24,35,40]?


      • Should electronic product manufacturers keep shooting for an unpredictable and, perhaps, unachievable very long, such as, e.g., twenty years or so, product lifetime or, considering that every five years a new generation of devices appear on the market and that such long time predictions are quite shaky, to say the least, should the manufacturers settle for a shorter, but well substantiated, predictable and assured lifetime, with an adequate, although never-zero, probability of failure?


      • And how such a lifetime should be related to the acceptable (adequate and, if appropriate, even specified) probability of non-failure for a particular product and application?


      • Considering that the principle of superposition does not work in reliability engineering, how to establish the list of the crucial accelerated tests, the adequate, i.e., physically meaningful, stressors and their combinations and levels?


      • The best engineering product is, as is known, the best compromise between the requirements for its reliability, measurable cost effectiveness and short-as-possible time-to-market [47]; it goes without saying that, in order to make optimization possible, the reliability of such product should also be quantified, but how to do that?


      • Bathtub curve [61], the experimental "reliability passport" of a mass-fabricated product, reflects the inputs of two critical irreversible processes - the statistics-of-failure process that results in a reduced failure rate with time (this is particularly evident from the infant mortality portion of the curve) and physics-of-failure (aging, degradation) process that leads to an increased failure rate with time (this trend is explicitly exhibited by the wear out portion of the bathtub diagram). Could these two critical processed be separated [52]? The need for that is due to the obvious incentive to minimize the role and the rate of aging, and this incentive is especially significant for products like lasers, solder joint interconnections and others, which are characterized by long wear out portions and when it is economically infeasible to restrict the product's lifetime to the steady-state situation, when the two irreversible processes in question compensate each other [77].


      • A related question has to do with the fact that real rime degradation is a very slow process. Could physically meaningful and cost-effective methodologies for measuring and predicting the degradation (aging) rates and consequences be developed?


      In the review that follow some of the above problems are addressed with an objective to show how the recently suggested PDfR concept [25,36,46,48,53,62-65,67,68,70,73,86,88,96] can be effectively employed for making a viable electronic device into a reliable and marketable product.


      Accelerated testing


      Shortening of electronic product's design and development time does not allow in the today's industrial environment for time consuming reliability investigations. To get maximum reliability information in minimum time and at minimum cost is the major goal of an electronic product manufacturer. On the other hand, it is impractical to wait for failures, when the lifetime of a typical today's electronic product is hundreds of thousands of hours, regardless of whether it could or could not predicted with sufficient accuracy. Accelerated testing is therefore both a must and a powerful means in E&P manufacturing. Different types of such testing are shown and their features are briefly indicated in Table 1.


      A typical example of product development testing is shear-off testing conducted when there is a need to determine the most feasible bonding material and its thickness, and/or to assess its bonding strength and/or evaluate the shear modulus of this material. HALT is currently widely employed, in different modifications, with an intent to determine the product's reliability weaknesses, assess reliability limits, ruggedize the product by applying elevated stresses (not necessarily mechanical and not necessarily limited to the anticipated field stresses) that could cause field failures, and to provide large (although, actually, unknown) safety margins over expected in-use conditions. HALT often involves step-wise stressing, rapid thermal transitions, and other means that enable one to carry out testing in a time- and cost- effective fashion. HALT is sometimes referred to as a "discovery" test. It is not a qualification test though, i.e. not a "pass/fail" test. It is the qualification testing that is the major means for making a viable electronic device into a reliable marketable product. While many HALT aspects are different for different manufacturers and often kept as proprietary information, qualification tests and standards are the same for the given industry and product type. Qualification tests (QTs) are the major means to make a viable device into a marketable product. Burn-in testing (BIT) is a post-manufacturing testing. Mass fabrication, no matter how good the design concepts and/or the fabrication technologies are, generates, in addition to desirable-and-robust ("strong") products, also some undesirable-and-unreliable ("weak") devices ("freaks"), which, if shipped to the customer, will most likely fail in the field. BIT is supposed to detect and to eliminate such "freaks". As a result, the final bathtub curve (BTC) of a product that underwent burn-in does not supposedly contain its infant mortality portion. In the today's practice burn-ins, destructive tests for the "freaks" and non-destructive ones for the "healthy" products, are often conducted within the framework of, and concurrently with, HALT.


      But are the today's practices based on the above HALT adequate? The funny, but quite practical, definition of a sufficiently robust electronic product is that, as some reliability managers put it, "reliability it is when the customer comes back, not the product". It is well known, however, that E&P products that underwent HALT, passed the existing QTs and survived burn-ins often exhibit premature operational failures. Are the existing practices adequate? Many reliability engineers think that one crucial shortcoming of the today's reliability assurance practices is that they are not based on understanding the underlying the reliability physics for the particular product, its time in operation and operation conditions. But how could one understand the physics-of-failure without running, certainly highly-focused and highly-cost-effective FOAT? It is clear also that if such testing is considered, it should be geared to a particular adequate, simple, easy-to-use and physically meaningful predictive model. Predictive modeling has proven to be a highly useful means for understanding the physics of failure and designing the most practical accelerated tests in E&P engineering. It has been recently suggested that FOAT should be considered as the experimental basis of the new fruitful, flexible and physically meaningful approach - probabilistic design for reliability (PDfR) of E&P products. This approach is based on the following ten major requirements ("commandments") reflecting the rationale behind the PDfR concept.


      PDfR and its "ten commandments"


      The PDfR concept is an effective means for improving the state-of-the-art in the E&P reliability field by quantifying, on the probabilistic basis, the operational reliability of a material or a product by predicting the probability of its inevitable failure under the given loading conditions and after the given service time, and to use this probability as a suitable and physically meaningful criterion of the product's expected performance. The following ten major governing principles ("commandments") reflect the rationale behind the PDfR concept:


      1) When reliability is imperative, ability to predict it is a must; reliability cannot be assured, if it is not quantified;


      2) Such a quantification should be done on the probabilistic basis; nothing is perfect; the difference between a highly reliable and an insufficiently reliable product is "merely" in the level of their never-zero probability of failure;


      3) Reliability evaluations cannot be delayed until the product is made and should start at the design stage; it should be taken care of, however, at all the significant stages of the product's life: at the design stage, when reliability is conceived; at the accelerated testing stage; at the production/manufacturing stage; and, if necessary and appropriate, should be maintained in the field during the product's operation;


      4) Product's reliability cannot be low, but need not be higher than necessary either: it has to be adequate for the given product and application, considering its lifetime, environmental conditions and consequences of failure;


      5) The best product is the best compromise between the requirements for its reliability, cost effectiveness and time-to-market; obviously, such a compromise cannot be achieved if reliability is not quantified;


      6) One cannot design a product with quantified, assured and optimized reliability by limiting the effort to the HALT; understanding the underlying physics of failure is crucial, and therefore highly cost-effective and highly focused FOAT should be considered and conducted as a possible and natural extension of HALT;


      7) FOAT, unlike HALT, is a "white/transparent box" aimed at understanding the physics of failure and to quantify the E&P product's reliability, and should be geared to a small number of pre-determined simple, easy-to-use and physically meaningful predictive reliability models (constitutive equations) and should be viewed as the experimental basis and an important constituent part of the PDfR effort;


      8) Physically meaningful, easy-to-use and flexible multi-parametric Boltzmann-Arrhenius-Zhurkov (BAZ) equation can be used as a suitable model for the assessment of the lifetime and the corresponding probability-of-failure of an E&P product;


      9) Predictive modeling, not limited to FOAT model(s), is a powerful means to carry out, if necessary, various sensitivity analyses (SA) aimed at quantification and optimization of the E&P product reliability;


      10) Consideration of the role of the human factor is highly desirable in the PDfR effort: not only "nothing", but also "nobody" is perfect, and ability to consider and possible quantify of the role of the human factor (HF) in assessing the likelihood of the adequate performance of a product, is often critical.


      FOAT ("transparent box") could be viewed as an extension of HALT ("black box")


      A highly focused and highly cost effective FOAT is the experimental foundation and the "heart" of the PDfR concept. FOAT [148,56,58,62,84,92,93] should be conducted in addition to and, in some cases, even instead of HALT, especially for new products, whose operational reliability is unclear and for which no experience is accumulated and no best practices nor HALT methodologies are not yet developed. Predictions, based on the FOAT and the subsequent PPM might not be perfect, at least at the beginning, but it is still better to pursue this effort rather than to turn a blind eye on the fact that there is always a non-zero probability of the product's failure.


      Understanding the underlying reliability physics for the product performance is critical. If one sets out to understand the physics of failure in an attempt to create, in accordance with the "principle of practical confidence", a failure-free product, then conducting a FOAT type of an experiment is imperative. FOAT's objective is to confirm the usage of a particular more or less well established predictive reliability model, to confirm (say, after HALT is conducted) the physics of failure, and establish the numerical characteristics (activation energy, time constant, sensitivity factors, etc.) of the particular FOAT model of interest.


      FOAT could be viewed as an extension of HALT. While HALT is a "black box", i.e., a methodology which can be perceived in terms of its inputs and outputs without a clear knowledge of the underlying physics and the likelihood of failure, FOAT, on the other hand, is a "transparent box", whose main objective is to confirm the use of a particular reliability model that reflects a specific anticipated failure mode and is aimed at quantifying the probability of failure. The FOAT based approach could be viewed as a quantified and reliability physics oriented HALT.


      The FOAT approach should be geared to a particular technology and application, with consideration of the most likely stressors. The major assumption is, of course, that the FOAT model should be valid in both accelerated testing and in actual operation conditions. While HALT does not measure (does not quantify) reliability, FOAT does. HALT can be used therefore for "rough tuning" of product's reliability, and FOAT could and should be employed when "fine tuning" is needed, i.e., when there is a need to quantify, assure and even specify the operational reliability of a product.


      HALT tries to "kill many unknown birds with one (also not very well known) stone". There is a general perception that HALT might be able to quickly precipitate and identify failures of different origins. HALT has demonstrated, however, over the years its ability to improve robustness through a "test-fail-fix" process, in which the applied stresses (stimuli) are somewhat above the specified operating limits. This "somewhat above" is based, however, on an intuition, rather than on a calculation. FOAT and HALT could be carried out separately, or might be partially combined in a particular accelerated test effort. Since the principle of superposition does not work in reliability engineering, both HALT and FOAT use, when appropriate, combined stressing under various stimuli (stressors). It is always necessary to correctly identify the expected failure modes and mechanisms, and to establish the appropriate stress limits of HALTs and FOATs with an objective to prevent "shifts" in the dominant failure mechanisms. There are many ways of how this could be done (see, e.g., [35]).


      New products present natural reliability concerns, as well as significant challenges at all the stages of their design, manufacture and use. An appropriate combination of HALT and FOAT efforts could be especially useful for ruggedizing and quantifying reliability of such products.


      Deterministic and probabilistic approaches in the design for reliability of electronic products: Design for reliability is, as is known, a set of approaches, methods and best practices that are supposed to be used at the design stage of the electronic product to minimize the risk that the fabricated product might not meet the reliability objectives and customer expectations.


      When deterministic approach is used, reliability of a product could be based on the belief that sufficient reliability level will be assured if a high enough safety factor (SF) is used. The deterministic SF is defined as the ratio SF= C D of the capacity ("strength") C of the product to the demand ("stress") D. The PDfR SF is introduced as the ratio of the mean value ≺ψ≻ of the safety margin SM=Ψ=C−D to its standard deviation ŝ, so that the probabilistic safety factor is evaluated as SF= ≺ψ≻ s ^ . When the random time-to-failure (TTF) is of interest, the SF can be found as the ratio of the MTTF to the standard deviation of the TTF. The use of SF as a measure of the probability of failure (PoF) is more convenient than the direct use of the PoF itself. This is because this probability is expressed, for highly reliable and, hence, typical electronic products, by a number, which is very close to one, and, for this reason, even significant changes in the product's design, with an appreciable impact on its reliability, might have a minor effect on the level of the PoF, at least the way it appears to and perceived by the user. The SF tends to infinity, when the probability of non-failure tends to one. The PoF (the level of the SF) should be chosen depending on the experience, anticipated operation conditions, possible consequences of failure, acceptable risks, the available and trustworthy information about the capacity and the demand, the accuracy, with which the capacity and the demand are determined, possible costs and social benefits, information on the variability of materials and structural parameters, fabrication technologies and procedures, etc.


      Some simple PDfR examples


      Adequate heat sink: Consider a device whose steady-state operation is determined by the Arrhenius equation. The probability of non-failure can be found using the exponential law of reliability as


      P=exp − t τ 0 exp − U kT


      Solving this equation for the absolute temperature T, we have [67]:


      T=− U/k ln − τ 0 t lnP


      Addressing, e.g., surface charge accumulation related failure, for which the ratio of the activation energy to the Boltzmann's constant is U k = 11600 0 K , assuming that the FOAT- predicted time factor τ 0 is τ 0 =2x 10 −5 hours, that the customer requires that the probability of failure at the end of the device's service time of t=40,000 hours is only Q= 10 −5 , the above formula yields: T= 352.3 0 K= 79.3 0 C . Thus, the heat sink should be designed accordingly, and the vendor should be able to deliver such a heat sink. The situation changes to the worse, if the temperature of the device changes, especially in a random fashion. This situation can also be predicted by a simple probabilistic analysis, which is, however, beyond the scope of this analysis (see [72]).


      Reliable seal glass: The maximum interfacial shearing stress in the thin solder glass layer (Figure 1) can be computed by the formula [15]: τ max =k h g σ max . Here k= λ κ is the parameter of the interfacial shearing stress, λ= 1− v c E c h c + 1− v g E g h g is the assembly's axial compliance that is calculated as a sum of the axial compliances of its two constituents, κ= h c 3 G c + h c 3 G g is its interfacial compliance, G c = E c 2 1+ v c and G g = E g 2 1+ v g are the shear moduli of the ceramics and the glass materials, σ max = ΔαΔt λ h g is the maximum normal stress in the mid-portion of the glass layer, Δt is the change in temperature from the soldering temperature to the low (room or testing) temperature, Δα= α ¯ c − α ¯ g is the difference in the effective coefficients of thermal expansion (CTEs) of the ceramics and the glass, α ¯ c,g = 1 Δt ∫ t t 0 α c,g t dt are these coefficients for the given temperature t, t0 is the annealing (zero stress, setup) temperature, and α c,g t are the time dependent CTEs for the materials in question. In an approximate analysis one could assume that the axial compliance α of the assembly is due to the glass only, so that λ≈ 1− v g E g h g and therefore the maximum normal stress in the solder glass is σ max = E g 1+ v g ΔαΔt . While the geometric characteristics of the assembly, the change in temperature and the elastic constants of the materials can be determined with high accuracy, this is not the case for the difference in the CTEs of the brittle materials of the glass and the ceramics. In addition, because of the obvious incentive to minimize this difference, such a mismatch is characterized by a small difference of close and appreciable numbers. This contributes to the uncertainty of the problem in question justifies the application of the probabilistic approach.


      Treating the CTEs of the two materials as normally distributed random variables, we evaluate the probability P that the thermal interfacial shearing stress is compressive (negative) and, in addition, does not exceed a certain allowable level [15]. This stress is proportional to the normal stress in the glass layer, which is, in its turn, proportional to the difference Ψ= α c − α g of the CTE of the ceramics and the glass materials, one wants to make sure that the requirement


      0≤Ψ≤ Ψ * = α a E g 1− v g Δt


      takes place with a very high probability. For normally distributed random variables α c and α g the variable Ψ is also distributed in accordance with the normal law with the mean value and standard deviation as ≺ψ≻=≺ α c ≻−≺ α g ≻ and D ψ = D c + D g , where ≺ α c ≻ and ≺ α g ≻ are the mean values of the materials' CTEs, and D c and D g are their variances. The expression


      P= ∫ 0 ψ * f ψ (ψ) dψ= Φ 1 ( γ * −γ)− 1− Φ 1 (γ)


      defines the probability that the above condition takes place. Here


      Φ 1 (t)=erft= 1 2π ∫ −∞ t e − t 2 /2 dt


      is the error function, γ= ≺ψ≻ D ψ is the safety factor (SF) for the CTE difference and γ * = ψ * D ψ is the SF for the acceptable level of the allowable stress. If, e.g., the elastic constants of the solder glass are γ * = ψ * D ψ E g =0.66x 10 6 kg/c m 2 and v g =0.27 the sealing (fabrication) temperature is 485 ℃ the lowest (testing) temperature is -65 ℃ (so that ∆t = 550 ℃), the predicted effective CTE's at this temperature are α ¯ g =6.75x 10 −6 1/ C 0 and α ¯ c =7.20x 10 −6 1/ C 0 , the standard deviations of these STEs are D c = D g =0.25x 10 −6 1/ C 0 and the (experimentally determined) ultimate compressive strength for the given glass material is σ u =5500kg/c m 2 With the acceptable SF of, say, 4, we have σ * = σ u /4=1375kg/c m 2 . The calculated allowable level of the CTE-difference parameter ψ is ψ * = σ a E g 1− v g Δt = 1375 0.66x 10 6 0.73 550 =2.765x 10 −6 1/ C 0


      The mean value and the variance of this parameter are ≺ψ≻=≺ α c ≻−≺ α g ≻=0.450x 10 −6 1/ C 0 and D ψ = D c + D g =0.25x 10 −12 (1/ C 0 ) 2 , respectively. Then the predicted actual and acceptable SFs associated with the thermal mismatch of the materials in question are γ=1.2726 and γ * =7.8201 , respectively, and the probability of non-failure of the seal glass material is P= Φ 1 ( γ * −γ)−[1− Φ 1 (γ)]=0.898


      Note that if the standard deviations of the materials CTEs were, say, D c = D g =0.1x 10 −6 1/ C 0 , then the SFs of importance would be much higher: γ=3.1825 and γ * =19.5559 , and the probability of non-failure would be as high as P=0.999 .


      Extreme response to temperature cycling: Let an electronic device be operated in temperature cycling conditions, and the random amplitude of the induced thermal stress, when a single cycle is applied is distributed in accordance with the Rayleigh law, so that the probability density function of the stress amplitude is


      f(r)= r D x exp − r 2 2 D x


      And what is the most likely extreme value of this amplitude for a large number n of cycles? The probability distribution density function and the probability distribution function for the extreme value Yn of the stress amplitude are expressed as


      g y n =n f x F x n−1 x= y n


      and


      G y n = F x n x= ς n


      respectively (see, e.g., [145]). Considering the second formula, the first one results in the following expression for the probability distribution density function:


      g y n =n ς n 2 exp − ς n 2 2 1−exp − ς n 2 2 n−1


      Where ς n = y n D x is the sought dimensionless amplitude of the induced thermal stress. Applying the condition g ′ y n =0 the following equation can be obtained:


      ς n 2 nexp − ς n 2 2 −1 − exp − ς n 2 2 −1 =0


      If the number n of cycles is significant, the second term in this expression is small in comparison with the first term and can be omitted, so that nexp − ς n 2 2 −1=0 and, hence, y n = ς n D x = 2 D x lnn . As evident from this result, the ratio of the extreme response y n , after n cycles are applied, to the response D x , when a single cycle is applied, is 2lnn . This ratio is 3.2552 for 200 cycles, 3.7169 for 1000 cycles, and 4.1273 for 5000 cycles. With, say, one cycle per day, these correspond to 6.7 months, 2.8 years, and 13.7 years.


      BAZ model


      Possible way to quantify and assure reliability: The simplest Boltzmann-Arrenius-Zhurkov (BAZ) equation τ= τ 0 exp U 0 −γσ kT [13,38,39,50,65,71] has been suggested in 1957 by the Russian physisist S.N. Zhurkov in application to experimental fracture mechanics as a generalization of the Arrhenius equation τ= τ 0 exp U 0 kT introduced in 1889 by the Swedish chemist S. Arrhenius in the kinetic theory of chemical reactions (1903 Nobel Prize in chemistry). The BAZ and Arrhenius equations consider the role of the ratio U 0 kT of the activation energy U 0 (this term was coined by Arrhenius to characterize material's propensity to get engaged into a chemical reaction) to the thermal energy kT determined as the product of the Boltzmann's constant k=8 .6173303x10 -5 eV/K and the absolute temperature T. In these equations, τ is interpreted as the mean time to failure (MTTF), τ 0 is the experimental time constant, σ is the applied stress per unit volume, and γ is the sensitivity factor. Arrhenius equation is formally not different of what is known as Boltzmann's or Maxwell-Boltzmann's equation in the kinetic theory of gases. This equation postulates that the absolute temperature of an ideal gas, when it is in thermodynamic equilibrium with the environment, is determined by the average probability of the collisions of the gas particles (atoms or molecules). Chemist Arrhenius was member of physicist Boltzmann's team in the University of Graz in Austria in 1887 and suggested that Boltzmann's equation be used to assess the significance of the energy barrier, the activation energy, to be got over in order to trigger a chemical reaction. Although Arrhenius equation has been criticized over the years on several grounds (it has been argued, particularly, that this energy might not be a constant property of a material, but might be time- and/or temperature-dependent), it is still widely used, mostly because of its simplicity, in numerous applied science applications, when it is believed that it is the elevated temperature that is primarily responsible for the duration of the useful lifetime of a material or a device of interest.


      The effective activation energy


      U=kTln τ τ 0 = U 0 −γσ


      plays in the BAZ equation the same role as the stress-free energy U 0 plays in the Arrhenius equation. It has been recently shown [39] that these equations can be obtained as steady-state solutions to the Fokker-Planck equation in the theory of Markovian processes (see, e.g., [145]) and that these solutions represent the worst case scenarios, so that the predictions based on the steady-state BAZ model are reasonably conservative and, hence, advisable in engineering applications.


      Zhurkov and his associates used the BAZ equation to determine the fracture toughness of a large number of materials experiencing combined action of elevated temperature and external mechanical loading. While Arrhenius equation, when used to determine the lifetime of a solid, considers only the effect of the elevated temperature on its lifetime, BAZ equation takes into account also the role of the applied mechanical stress. While the elevated temperature affects the long-term reliability of the material (its aging/degradation), the mechanical stress might cause its short-term failure. In addition, in Zhurkov's tests the loading σ was always a constant mechanical tensile stress, and, because fracture mechanics does not address the initiation of cracks, but only their propagation, the test specimens were always notched ones. It has been recently suggested [53-55] that when the performance of an electronic or a photonic material is considered, any other loading of importance (voltage, current, thermal stress, humidity, vibrations, radiation, light output, etc.) can also be used as an appropriate stressor/stimulus, and, since the superposition principle cannot be employed in reliability engineering, that even a combination of relevant stimuli can be considered, so that a multi-parametric BAZ equation could be employed to evaluate the lifetime of a material or a product.


      The use of the BAZ equation has been suggested as a possible physics-of-failure oriented kinetic model in connection with the development of the PDfR concept [25,36,46,48,53,62-65,67,68,70,73,86,88,96] for E&P materials, devices, assemblies, packages and systems to quantify, on the probabilistic basis, the operational lifetime of an E&P product using the results of highly-focused and highly cost-effective failure-oriented-accelerated-testing (FOAT) [22,48,56,58,62]. Such a multi-parametric BAZ equation has been recently employed in application to several critical E&P reliability physics problems. Examples are: an electronic package subjected to the combined action of two or more stressors (such as, say, elevated humidity and voltage) [22]; three-step concept (TSC) in modeling reliability [50]; static fatigue (delayed fracture) of optical silica fibers [71]; low-cycle fatigue of solder joint interconnections [80]; long-term reliability of IC devices [83,85,86,88,91,96] and the BIT [94,98,102] in E&P manufacturing.


      The τ value is viewed in the Boltzmann's equation and in BAZ model


      τ= τ 0 exp U 0 −γσ kT


      as the mean-time-to-failure (MTTF). This suggests that when the exponential law of the reliability that defines the probability of non-failure


      P=exp(−λt)=exp − t τ =exp − t τ 0 exp − U 0 −γσ kT


      is used, the MTTF τ corresponds to the moment of time when the entropy H(P)=−PlnP of this double-exponential distribution reaches its maximum value. Indeed, from the equation H(P)=−PlnP it could be found that the function H(P) reaches its maximum H max = e −1 for the probability of non-failure P= e −1. =0.3679.


      In such a situation the above distribution yields: t= τ 0 exp U kT . Comparing this result with the Arrhenius or BAZ equation one concludes that the MTTF expressed by this equation corresponds to the moment of time when the entropy H(P) of the process P=P(t) is the largest and is equal to e −1 as well.


      Note that the above formulation of entropy is different of both Boltzmann's and Shannon's formulations. Boltzmann's entropy in thermodynamics is a quantitative measure of disorder, or of the energy in a system to do work. Shannon's entropy in the communication theory is the probability of character number appearing in the stream of characters of the communication message. It has been recently demonstrated [154] that this definition of entropy could be employed also in some human psychology problems, when there is a need to quantify the role of the human capacity factor, and particularly the role of trust to and trustworthiness of an individual, a concept or a technology.


      From the BAZ equation, considering that the probability of failure is Q=1−P, we have: dQ dt = H(P) t . This relationship explains the physical meaning of the BAZ equation: the degree of degradation (aging) of the material or the population of E&P products of interest is proportional to the entropy of the process Q=Q(t) and is inversely proportional to time.


      It has been suggested (see, e.g., [25]) that when information (experimental data) about the lifetime of a particular E&P material or a device in the given environmental/test conditions is available, the time constant τ 0 in the above distribution could be replaced, having in mind subsequent reliability evaluations, by a quantity ( γ C Ct) −1 , where t is time, C is a suitable criterion of failure (such as, say, elevated leakage current or high electrical resistance in FOAT in E&P engineering), the above double-exponential distribution for the probability of non-failure can be replaced by the expression


      P=exp − γ C Ctexp − U 0 −γσ kT ,


      which, in the case of multiple FOAT stressors, can be generalized as


      P=exp − γ C Ctexp − 1 kT U 0 − ∑ i=1 n γ i σ i .


      It should be emphasized that the sum in this expression does not mean that the superposition principle is used. It is just a convenient way to consider the input of different loading to the outcome of FOAT.


      Let us show how the multi-parametric BAZ model could be employed using, as an example, a situation when the product of interest is subjected to the combined action of the elevated relative humidity H and the elevated voltage V, and let us assume that the failure rate of the product of interest is determined by the level of the leakage current, so that λ= γ I I. The probability of the product's non-failure can be sought in this case using the following expression for the probability of non-failure:


      P=exp − γ I Itexp − U 0 − γ H H− γ V V kT .


      Here the γ factors reflect the sensitivities of the device under test to the change in the corresponding stressors. Although only two stressors are selected here - the relative humidity H and the elevated voltage V - the model can be easily made multi-parametric, i.e., generalized for as many physically meaningful stimuli as necessary. The sensitivity factors γ should be determined from the FOAT when the combined action of all the stimuli (stressors) of importance is considered.


      The physical meaning of the above distribution could be seen from the formulas


      ∂P ∂I =− H(P) I , ∂P ∂t =− H(P) t , ∂P ∂ U 0 = H(P) kT , ∂P ∂H =− H(P) kT γ H =− γ H ∂P ∂ U 0 , ∂P ∂V =− H(P) kT γ V =− γ V ∂P ∂ U 0 , where H(P) is the entropy of the probability P=P(t) of non-failure. The following two conclusions can be made based on these formulas: 1) The change in the probability of non-failure always increases with an increase in the entropy (uncertainty) of the distribution and decreases with an increase in the leakage current and with time; 2) The last two formulas show the physical meaning of the sensitivity factors γ : these factors are ratios of the change in the probability of non-failure with respect to the corresponding stimulus to the change of this probability with the change in the stress-free activation energy.


      The governing equation for the probability of non-failure contains four empirical parameters: the stress-free activation energy U 0 and three sensitivity factors γ : Leakage-current factor, relative-humidity factor and elevated-voltage factor. Here is how these factors could be obtained from the FOAT data. First one should run the FOAT for two different temperatures T 1 and T 2 , keeping the levels, low or high, of the relative humidity H and elevated voltage V the same in both tests; recording the percentages (values) P 1 and P 2 of non-failed samples (or values Q 1 =1− P 1 and Q 2 =1− P 2 of the failed samples); and assuming a certain criterion of failure (say, when the level of the measured leakage current exceeds a certain level I * ) Then the relationships


      P 1 =exp − γ I I * t 1 exp − U 0 − γ H H− γ V V k T 1 ,


      P 2 =exp − γ I I * t 2 exp − U 0 − γ H H− γ V V k T 2


      for the probabilities of non-failure can be obtained. Since the numerators in these relationships are kept the same, the following equation must be fulfilled for the sought sensitivity factor γ I :


      f( γ I )=ln − ln P 1 I * t 1 γ I − T 2 T 1 ln − ln P 2 I * t 2 γ I =0


      Here t 1 and t 2 are the times, at which the failures were detected. It is expected that more than just two series of FOAT tests and at more than two temperature levels are considered, so that the sensitivity parameter γ I is predicted with a high enough accuracy. At the second step, FOAT at two relative humidity levels H 1 and H 2 should be conducted for the same temperature and voltage. This leads to the relationship:


      γ H = kT H 1 − H 2 ln − ln P 1 I * t 1 γ I −ln − ln P 2 I * t 2 γ I


      Similarly, at the third step of tests, by changing the voltages V 1 and V 2 , the expression


      γ V = kT V 1 − V 2 ln − ln P 1 I * t 1 γ I −ln − ln P 2 I * t 2 γ I


      for the sensitivity factor γ V can be obtained:. The stress-free activation energy can be computed, for any consistent humidity, voltage, temperature and time, as


      U 0 = γ H H+ γ V V−kTln − lnP I * t γ I .


      The above relationships could be obtained particularly also for the case of zero voltage, i.e., without a high-voltage bias. This will provide additional information of the materials and device reliability characteristics.


      Let, e.g., the following input information is available from FOAT:1) After t 1 =35h of testing at the temperature T 1 = 60 0 C= 333 0 K , the voltage V = 600V and the relative humidity H = 0.85, 10% of the tested modules exceeded the allowable (critical) level of the leakage current of I * =3.5μA and, hence, failed, so that the probability of non-failure is P 1 =0.9; 2) After t 2 =70h of testing at the temperature T 2 = 85 0 C= 358 0 K at the same voltage and the same relative humidity, 20% of the tested samples reached or exceeded the critical level of the leakage current and, hence, failed, so that the probability of non-failure is P 2 =0.8. Then the sensitivity factor γ I can be obtained from the equation:


      f( γ I )=ln 0.10536 γ I −1.075075ln − 0.22314 γ I =0


      This equation yields: γ I =4926 h −1 (μA) −1 , so that γ I I * =17241 h −1 . A more accurate solution can be always obtained by using Newton iterative method for solving transcendental equations. This concludes the first step of testing. At the second step, FOAT at two relative humidity levels, H 1 and H 2 , were conducted for the same levels of temperature and voltage. Then the sensitivity factor γ H is γ H = kT H 1 − H 2 ln −0.5800x 10 −4 ln P 1 t 1 −ln −0.5800x 10 −4 ln P 2 t 2


      Let, e.g., after t 1 =40h of testing at the relative humidity of H 1 =0.5 at the given voltage (say, V = 600 V) and temperature (say, T= 60 0 C= 333 0 K ), 5% of the tested modules failed, so that P 1 =0.95 , and after t 2 =55h of testing at the same temperature and at the relative humidity of H 2 =0.85 , 10% of the tested modules failed, so that P 2 =0.9 . Then the above equation for the γ H value, with the Boltzmann constant k=8.61733x 10 −5 eV/K, yields: γ H =0.03292eV . At the third step, FOAT at two different voltage levels V 1 =600V and V 2 =1000V has been carried out for the same temperature-humidity bias, say, T= 85 0 C= 358 0 K and H=0.85 , and it has been determined that 10% of the tested devices failed after t 1 =40h of testing ( P 1 =0.9 ) and 20% of devices failed after t 2 =80h of testing ( P 2 =0.8 ). The voltage sensitivity factor γ V is


      γ V = 0.02870 400 ln −0.5800x 10 −4 ln P 2 t 2 −ln −0.5800x 10 −4 ln P 1 t 1 =4.1107x 10 −6 eV/V


      After the sensitivity factors are found, the stress free activation energy can be determined for the given temperature and for any combination of the loadings (stimuli). Calculations indicate that the stress free activation energy in the above numerical example (even with the rather tentative, but still realistic, input data) is about U 0 =0.4770eV.


      This result is consistent with the existing experimental data for IC devices. Indeed, for semiconductor device failure mechanisms the activation energy ranges from 0.3 to 0.6eV, for metallization defects and electro-migration in Al it is about 0.5eV, for charge loss it is on the order of 0.6 eV, for Si junction defects it is 0.8 eV.


      The total cost of reliability could be quantified and even minimized


      Let us show [47], using rather elementary reasoning, how the total cost of an IC product associated with reliability (dependability) on one hand and cost-effectiveness on the other could be minimized. The cost of achieving and improving reliability can be estimates based on the exponential formula C R = C R (0)exp[r(R− R 0 )] , where R=MTTF is the actual level of the MTTF, R 0 is the specified MTTF level, C R (0) is the cost of achieving the R 0 level of reliability and r is the cost factor associated with reliability improvements. Similarly, let us assume that the cost of reliability repair can be also assessed by the exponential formula C F = C F (0)exp[−f(R− R 0 )] , where C F (0) is the cost of restoring the product's reliability, and f is the factor of the reliability restoration (repair) cost. The latter formula reflects a natural assumption that the cost of repair is lower for a product of higher reliability. The total cost C= C R + C F has its minimum


      C min = C R 1+ r f = C F 1+ f r


      when the minimization condition r C R =f C F is fulfilled. Let us further assume that the factor r of the reliability improvement cost is inversely proportional to the MTTF (dependability criterion), and the factor f of the reliability restoration cost is inversely proportional to the mean time to repair MTTR (reparability criterion). Then the minimum total cost is


      C min = C R K = C F 1−K


      where the availability


      K= 1+ ≺ t r ≻ ≺ t f ≻ −1 = 1+ MTTR MTTF −1


      is the probability that the product is sound and is available to the user any time at the steady-state operations. In this formula ≺ t f ≻=MTTF is the mean TTF and ≺ t r ≻=MTTR is the mean time to repair. The above result obtained for the total minimum cost establishes, in an elementary way, the relationship between the minimum total cost of achieving and maintaining (restoring) the adequate reliability level and the availability criterion. The obtained relationship quantifies the intuitively obvious fact that the total cost of the product depends on both the total cost and the availability of the product.


      The formula


      C F C R = 1 K −1


      that follows from the above derivation indicates that if the availability index K is high, the ratio of the cost of repairs to the cost aimed at improved reliability is low. When the availability index is low, this ratio is high. This intuitively obvious result is quantified by the obtained simple relationship. The above reasoning can be used to interpret the availability index from the cost-effectiveness point of view: the index K= C R C min reflects, in effect, the ratio of the cost of improving reliability to the minimum total cost of the product associated with its reliability level. This and similar, even elementary, models can be of help, particularly, when there is a need to minimize costs without compromising reliability, i.e., in various optimization analyses.


      Possible next generation of the QTs


      The application of FOAT, the PDfR concept and particularly the multi-parametric BAZ model enables improving dramatically the state of the art in the field of the E&P products reliability predictions and assurances. Since FOAT cannot do without simple, easy-to-use and physically meaningful predictive modeling, the role of such modeling, both computer-aided and analytical (mathematical), in making the suggested new approach to QT practical and successful is paramount. It is imperative also that the reliability physics that underlies the mechanisms and modes of failure is well understood. Such an understanding can be achieved only provided that flexible, powerful and effective PDfR effort is implemented. The next generation QT could be viewed as a "quasi-FOAT," "mini-FOAT", a sort-of an "initial stage of FOAT" that more or less adequately replicates the initial non-destructive, yet full-scale, stage of FOAT conducted and agreed upon when the particular manufacturing technology of importance is developed. The duration and conditions of such a "mini-FOAT" QT could and should be established based on the observed and recorded results of the actual, pre-manufacturing, FOAT, and the actual QT should be limited to the stage when no failures, or a predetermined and acceptable small number of failures in the actual, full-scale, FOAT, was conducted and analyzed.


      Various suitable PHM technologies could be concurrently tested as useful "canaries" to make sure that the safe limit is established correctly and is not exceeded. Such an approach to qualify electronic devices into products will enable the industry to specify, and the manufacturers - to assure, a predicted and adequate probability of failure for an E&P product that passed the QT and is expected to be operated in the field under the given conditions for the given time. The appropriate highly focused and highly cost-effective FOAT should be thoroughly designed, implemented, and analyzed, so that the QT of a product if importance is based on the trustworthy FOAT data.


      Three-step concept in prognostics-and-health monitoring (PHM) engineering


      When encountering a particular reliability problem at the design, fabrication, testing, or an operation stage of a product's life, and considering the use of predictive modeling to assess the seriousness and the likely consequences of the a detected failure, one has to choose whether a statistical, or a physics-of-failure-based, or a suitable combination of these two major modeling tools should be employed to address the problem of interest and to decide on how to proceed. A three-step concept [50] is suggested as a possible way to go in such a situation. The classical statistical Bayes formula can be used at the first step in this concept as a technical diagnostics tool. Its objective is to identify, on the probabilistic basis, the faulty (malfunctioning) device(s) from the obtained signals ("symptoms of faults").


      The physics-of-failure-based BAZ model and particularly its multi-parametric extension can be employed at the second step to assess the RUL of the faulty device(s). If the RUL is still long enough, no action might be needed; if it is not, corrective restoration action becomes necessary. In any event, after the first two steps are carried out, the device is put back into operation (testing), provided that the assessed probability of its continuing failure-free operation is found to be satisfactory. If an operational failure nonetheless occurs, the third step should be undertaken to update reliability. Statistical beta-distribution, in which the probability of failure is treated as a random variable, is suggested to be used at this step.


      While various statistical methods and approaches, including Bayes formula and beta-distribution, are well known and widely used in numerous applications for many decades, the BAZ model was introduced in the microelectronics reliability area only several years ago. Its attributes and use are addressed and discussed therefore in some detail. The suggested concept is illustrated by a numerical example geared to the use of the highly popular today prognostics-and-health-monitoring (PHM) effort in actual operation, such as, e.g., en-route flight mission.


      Electron device subjected to temperature cycling


      Predicted time-to-failure: Using the BAZ model, the probability of non-failure of a vulnerable material, such as, e.g., solder joint interconnection experiencing inelastic strains during temperature cycling, can be sought as


      P=exp −γRtexp − U 0 −nW kT .


      Here U 0 is the activation energy and is the characteristic of the solder material's propensity to fracture, W is the damage caused by a single temperature cycle and measured, in accordance with Hall's concept [109], by the hysteresis loop area of a single temperature cycle for the strain of interest, T is the absolute temperature (say, the cycle's mean temperature), n is the number of cycles, k=8.6173x 10 −5 eV / 0 K is Boltzmann's constant, t,sec , is time, R is the measured (monitored) electrical resistance at the peripheral joint location, and γ is the sensitivity factor for the resistance. It could be shown that the MTTF τ expressed as


      τ= 1 γR exp U 0 −nW kT Mechanical failure, associated with temperature cycling, takes place, when the number of cycles n is n f = U 0 W . When this condition takes place, the temperature in the denominator in the parentheses of the above BAZ equation becomes irrelevant, and this equation yields: P f =exp − t f τ f , where P f is the measured probability of non-failure for the situation when failure occurred because of temperature cycling, and τ f = 1 γ R f is the MTTF. If, e.g., 20 devices have been temperature cycled and the high resistance R f =450Ω, considered as an indication of failure was detected in 15 of them, then P f =0.25 If the number of cycles during such FOAT was, say, n f =2000, and each cycle lasted for 20min = 1200sec., then the time at failure is t f =2000x1200=24x 10 5 sec , and the sensitivity factor γ and the τ f can be determined as


      γ= −ln P f R f t f = −ln0.25 450x24x 10 5 =1.2836x 10 −9 Ω −1 sec −1


      and


      τ f = 1 1.2836x 10 −9 x450 sec=480.9hrs=20.0days


      According to Hall's concept [109], the energy W of a single cycle should be evaluated, by running a specially designed test, in which strain gages should be used. Let, e.g., in the above tests this energy (the area of the hysteresis loop) was W=2.5x 10 −4 eV. Then the stress-free activation energy for the solder material is U 0 = n f W=2000x2.5x 10 −4 =0.5eV.


      To assess the number of cycles to failure in actual operation conditions one could assume that the temperature range in these conditions is, say, half the accelerated test range, and that the area W of the hysteresis loop is proportional to the temperature range. Then the number of cycles to failure is


      n f = U 0 W = 0.5x2.0 2.5x 10 −4 =4000.


      If the duration of one cycle in actual operation conditions is one day, then the time to failure will be t f =4000days≈11years.


      Role of the human factor (HF)


      PPM concept in HF related situations


      Human error contributes to about 80% of vehicular (aerospace, maritime, railroad, automotive) casualties (see, e.g., [110-126]). Ability to understand their nature and minimize their likelihood is of obvious and significant importance. While considerable improvements in various vehicular technologies and other HF related missions and situations can be achieved through better ergonomics, better work environment, and other traditional means that directly affect human behaviors and performances, there is also an opportunity (potential) for a further reduction in vehicular and other HF related casualties through better understanding the role that various uncertainties play in the designer's and operator's world of work. By employing quantifiable and measurable ways to assess the role of these uncertainties and by treating HITL as a part, often the most critical part, of the complex man-instrumentation-equipment-vehicle-environment system, one could improve dramatically the human's performance, to predict, minimize and, when possible and appropriate, even specify the probability of the occurrence of a never-completely-avoidable casualty. It is the author's belief that adequate human performance cannot be assured, if it is not quantified and, since nobody is perfect, that such quantification should be done on the probabilistic basis. In effect, the only difference between what is perceived as a failure-free and an unsatisfactory human performance is, in effect, the difference in the levels of the never-zero probability of human failure. Application of the quantitative PPM concept should complement in various HF related situations, whenever feasible and possible, the existing human psychology practices, which are, as a rule, qualitative a-posteriori statistical assessments. A PPM approach based particularly on the DEPDF is a suitable quantitative technique for assessing the probability of the human non-failure (HnF) in various aircraft missions and off-normal flight situation. The long-term HCF is considered below vs. the (elevated) short-term MWL that the human has to cope with to successfully withstand an off-normal (emergency) situation.


      The famous 2009 US Airways "miracle-on-the-Hudson" successful ditching and the infamous 1998 Swiss Air "UN-shuttle" disaster are chosen to illustrate the usefulness and fruitfulness of the approach. The input data are hypothetical, but not unrealistic. And it is the approach, and not the numbers, that is, in the author's opinion, the merit of the study. As the co-inventor of the calculus, the great German mathematician Gottfried Leibnitz put it, "there are things in this world, far more important than the most splendid discoveries-it is the methods by which they were made." It is shown that it was the exceptionally high HCF of the US Airways crew and especially that of its captain Sullenberger that made a reality what seemed to be, at the first glance, a "miracle". It is shown also that the highly professional and, in general, highly qualified Swiss Air crew exhibited inadequate performance (quantified in our analysis as a relatively low HCF level) in the much less challenging off-normal situation they encountered with. The Swiss Air crew made several serious errors and, as a result, crashed the aircraft. In addition to the DEPDF based approach, we show, using a convolution approach in the applied probability, that the probability of safe landing can be evaluated by comparing the (random) operation time (that consists of the decision making time and the actual landing time) with the "available" anticipated time needed for landing. It is concluded that the developed formalisms, after trustworthy input data are obtained (using, e.g., flight simulators [119] or by applying Delphi method (see, e.g. [145]) might be applicable even beyond the vehicular domain and can be employed in various HITL situations, when a long term high HCF is imperative and the ability to quantify it in comparison with the short term MWL is highly desirable. It is concluded also that, although the obtained numbers make physical sense, it is the approach, not the numbers, that is, in the author's opinion, the main merit of the paper.


      In the analysis below we show, as an example, how the double-exponential probability distribution function (DEPDF) could be applied for the evaluation of the likelihood of a human non-failure in an emergency vehicular mission-success-and-safety situation. The famous 2009 "miracle-on-the-Hudson" event and the infamous 1998 "UN-shuttle" disaster [131] are used to illustrate the substance and fruitfulness of the approach. We try to shed "probabilistic light" on these two well-known events. As far as the "miracle-on-the-Hudson" is concerned, we intend to provide quantitative assessments of why such a "miracle" could have actually occurred, and what had been and had not been indeed a "miracle" in this incident: a divine intervention, a perceptible interruption of the laws of nature, or "simply" a wonderful and rare occurrence that was due to a heroic act of the aircraft crew and especially of its captain Sullenberger ("Sully") the lead "miracle worker" in the incident. As to the "UN-shuttle" crash, we are going to demonstrate that the crash occurred because of the low HCF of the aircraft crew in an off-normal situation that they had encountered and that was, in effect, much less demanding than the "miracle-on-the-Hudson" situation.


      MWL vs. HCF: A way to quantify human performance


      In the simplest model such a failure should be attributed to an insufficient human capacity factor (HCF), when he/she has to cope with a high cognitive (mental) workload (MWL). Our suggested MWL/HCF models and their possible modifications and generalizations can be helpful, after appropriate sensitivity factors are established and sensitivity analyses (SA) are carried out, 1) When developing guidelines for personnel selection and training; 2) When choosing the appropriate simulation conditions; and/or 3) When there is a need to decide, if the existing levels of automation and of the employed equipment (instrumentation) are adequate in off-normal, but not impossible, situations, and if not, 4) Whether additional and/or more advanced and perhaps more expensive equipment or instrumentation should be developed, tested and installed, so that the requirements and constraints associated with a mission or a situation of importance are met.


      Our MWL/HCF based approach is, in effect, an attempt to quantify, on the probabilistic basis, using probabilistic risk management (PRM) techniques, the role that the human plays, in terms of his/her ability (capacity) to cope with a mental overload. Using an analogy from the reliability engineering field and particularly with the well known "stress-strength" interference model (Figure 2), the MWL could be viewed as a certain possible "demand" ("stress"), while the HCF - as an available or a required "capacity" ("strength"). The MWL level depends on the operational conditions and the complexity of the mission, i.e., has to do with the significance of the general task, while the HCF considers, but might not be limited to, the human's professional experience and qualifications, capabilities and skills; level and specifics of his/her training; performance sustainability; ability to concentrate; mature thinking; ability to operate effectively, in a "tireless" fashion, under pressure, and, if needed, for a long period of time (tolerance to stress); team-player attitude; swiftness in reaction, if necessary, etc., i.e., all the critical qualities that would enable him/her to cope with the high MWL. It is noteworthy that the ability to evaluate the "absolute" level of the MWL, important as it might be for numerous existing non-comparative evaluations, is less critical in our approach: it is the comparative levels of the MWL and the HCF, and the comparative assessments and evaluations that are important in our approach. The author does not intend to come up with an accurate, complete, ready-to-go, "off-the-shelf"-type of a methodology, in which all the i's are dotted and all the t's are crossed, but intends to show how the powerful and flexible PRM methods could be effectively employed to quantify the role of the human factor by comparing, on the probabilistic basis, the actual and/or possible MWL and the available or required HCF levels, so that the adequate and sufficient safety factor is assured.


      In this section the famous "miracle-on-the-Hudson" event is used as a suitable example to illustrate the concept in question. We believe that the taken approach, with the appropriate modifications and generalizations, is applicable to many HITL situations, not necessarily in the vehicular domain, when a human encounters an uncertain environment and/or a hazardous situation and/or interacts with never perfect hardware and software. The author realizes that his approach might not be accepted easily by some traditional human psychologists. They might feel that the problem is too complex to lend itself to any type of formalized quantification. With this in mind we are suggesting possible next steps (future work) that could be conducted using, when necessary, flight simulators to correlate the suggested probabilistic models with the existing practice. Testing on a flight simulator is analogous to the highly-accelerated life testing (HALT) and particularly failure-oriented-accelerated testing (FOAT) in electronics and photonics reliability engineering.


      The famous "Miracle-on-the-Hudson" event is chosen in this section to illustrate the possible application of the MWL-HCF bias in the HITL related missions and situations. It is important to emphasize that this is merely an illustration on how these two major aspects of the HITL related situation could be treated, and not to show, in a rather tentative fashion, why indeed Capt. Sullenberger was successful in an extraordinary situation, where other navigators may or may not be. As Gottfried Leibnitz, the famous German mathematician put it, "there are things in this world, far more important than the most splendid discoveries - it is the methods by which they were made".


      HCF vs. MWL approach


      "The ten commandments" of the HCF vs. MWL approach: Here are the major principles ("ten commandments") of our PRM-based approach in the HF related tasks:


      1. HCF is viewed in this approach as an appropriate quantitative measure (not necessarily and not always probabilistic though) of the human ability to cope with an elevated short term MWL;


      2. It is the relative levels of the MWL and HCF (whether deterministic or random) that determine the probability of human non-failure in a particular HITL situation;


      3. Such a probability cannot be low, but need not be higher than necessary either: it has to be adequate for a particular anticipated application and situation;


      4. When adequate human performance is imperative, ability to quantify it is highly desirable, especially if one intends to optimize and assure adequate HITL performance;


      5. One cannot assure adequate human performance by just conducting routine today's human psychology based efforts (which might provide appreciable improvements, but do not quantify human behavior and performance; in addition, these efforts might be too and unnecessarily costly), and/or by just following the existing "best practices" that are not aimed at a particular situation or an application; the events of interest are certainly rare events, and "best practices: might or might not be applicable;


      6. MWLs and HCFs should consider, to an extent possible, the most likely anticipated situations; obviously, the MWLs are and HCFs should be different for a jet fighter pilot, for a pilot of a commercial aircraft, or for a helicopter pilot, and should be assessed and specified differently;


      7. PRM is an effective means for improving the state-of-the-art in the HITL field: nobody and nothing is perfect, and the difference between a failed human performance and a successful one is "merely" in the level of the probability of non-failure;


      8. Failure oriented accelerated testing (FOAT) on a flight simulator is viewed as an important constituent part of the PRM concept in various HITL situations: it is aimed at better understanding of the factors underlying possible failures; it might be complemented by the Delphi (experts' opinion) effort;


      9. Extensive predictive modeling (PM) is another important constituent of the PRM based effort, and, in combination with highly focused and highly cost effective FOAT, is a powerful and effective means to quantify and perhaps nearly eliminate human failures;


      10. Consistent, comprehensive and psychologically meaningful PRM assessments can lead to the most feasible HITL qualification (certification) methodologies, practices and specifications.


      Mental workload (MWL): Our HCF vs. MWL approach considers elevated (off-normal) random relative HCF and MWL levels with respect to the ordinary (normal, pre-established) deterministic HCF and MWL values. These values could and should be established on the basis of the existing human psychology practices. The interrelated concepts of situation awareness and MWL ("demand") are central to the today's aviation psychology. Cognitive (mental) overload has been recognized as a significant cause of error in aviation. The MWL is directly affected by the challenges that a navigator faces, when controlling the vehicle in a complex, heterogeneous, multitask, and often uncertain and harsh environment. Such an environment includes numerous different and interrelated concepts of situation awareness: spatial awareness for instrument displays; system awareness for keeping the pilot informed about actions that have been taken by automated systems; and task awareness that has to do with the attention and task management. The time lags between critical variables require predictions and actions in an uncertain world. The MWL depends on the operational conditions and on the complexity of the mission. MWL has to do therefore with the significance of the long- or short-term task. The long-term MWL is illustrated in Figure 3.


      Task management is directly related to the level of the MWL, as the competing "demands" of the tasks for attention might exceed the operator's resources - his/her "capacity" to adequately cope with the "demands" imposed by the MWL.


      Measuring the MWL has become a key method of improving aviation safety. There is an extensive published work in the psychological literature devoted to the measurement of the MWL in aviation, both military and commercial. Pilot's MWL can be measured using subjective ratings and/or objective measures. The subjective ratings during FOAT (simulation tests) can be, e.g., after the expected failure is defined, in the form of periodic inputs to some kind of data collection device that prompts the pilot to enter a number between 1 and 10 (for example) to estimate the MWL every few minutes. There are some objective MWL measures, such as, e.g., heart rate variability. Another possible approach uses post-flight paper questionnaires. It is easier to measure the MWL on a flight simulator than in actual flight conditions. In a real aircraft, one would probably be restricted to using post-flight subjective (questionnaire) measurements, since one would not want to interfere with the pilot's work.


      Given the multidimensional nature of MWL, no single measurement technique can be expected to account for all the important aspects of it. In modern military aircraft, complexity of information, combined with time stress, creates difficulties for the pilot under combat conditions, and the first step to mitigate this problem is to measure and manage the MWL. Current research efforts in measuring MWL use psycho-physiological techniques, such as electroencephalographic, cardiac, ocular, and respiration measures in an attempt to identify and predict MWL levels. Measurement of cardiac activity has been a useful physiological technique employed in the assessment of MWL, both from tonic variations in heart rate and after treatment of the cardiac signal.


      Human capacity factor (HCF): HCF includes, but might not be limited to, the following major qualities that would enable a professional human to successfully cope with an elevated off-normal MWL. Some of them are: age; personality type; state of health and fitness; psychological suitability for a particular task (relevant capabilities and skills, and performance sustainability/ consistency/ predictability); professional experience and qualifications; education, both special and general; level, quality and timeliness of training; leadership ability; independent thinking and independent acting, when necessary; mature (realistic) thinking ability to concentrate; ability to anticipate; adequate level of self control and ability to act in cold blood in hazardous and even life threatening situations; ability to operate effectively under pressure, and particularly under time pressure; ability to make well substantiated decisions in a short period of time; tolerance to stress (ability to operate effectively, when necessary, in a tireless fashion, for a long period of time, including propensity to drowsiness); team-player attitude, when necessary; swiftness in reaction, when necessary; adequate trust (in humans, technologies, equipment); ability to maintain the optimal level of physiological arousal.


      These and other qualities are certainly of different importance in different HITL situations. It is clear also that different individuals possess these qualities in different degrees. Long-term HCF could be time-dependent. These and other qualities are certainly of different importance in different HITL situations. It is clear also that different individuals possess these qualities in different degrees. Long-term HCF could be time-dependent. To come up with a suitable figures-of-merit (FOM) for the HCF, one could rank the above and perhaps other qualities on the scale from, say, one to four, and calculate the average FOM for each individual and particular task and/or a mission or a situation (see, e.g., Table 2, Table 3 and Table 4 below).


      Application of the double-exponential probability distribution function (DEPDF): Different PRM approaches can be used in the analysis and optimization of the interaction of the MWL and HCF. When the MWL and HCF characteristics are treated as deterministic ones, a high enough safety factor SF= HCF MWL can be used. When both MWL and HCF are random variables, the safety factor can be determined as the ratio SF= ≺SM≻ S SM of the mean value ≺SM≻ of the random safety margin SM=HCF−MWL to its standard deviation SSM.


      When the capacity-demand ("strength-stress") interference model is used (Figure 2) the HCF can be viewed as the capacity (strength) and the MWL as the demand (stress), and their overlap area could be considered as the potential (probability) of possible human failure. The capacity and the demand distributions can be steady-state or transient, i.e., their mean values can move towards each other when time progresses, and/or the MWL and HCF curves can get spread over larger areas. Yet another PRM approach is to use a single distribution that accounts for the roles of the HCF and MWL, when these (random) characteristics deviate from (are higher than) their (deterministic) most likely (regular) values. It is this approach that is used in the analysis below. A function


      P h G,F = P 0 exp 1− G 2 G 0 2 exp 1− F 2 F 0 2 ,G≥ G 0 ,F≥ F 0


      which is a DEPD function, can be used to characterize the likelihood of a human non-failure to perform his/her duties, when operating a vehicle. Here P h G,F is the probability of non-failure of the human performance as a function of the off-normal mental workload (MWL) G and outstanding human capacity factor (HCF) F , P 0 is the probability of non-failure of the human performance for the specified (normal) MWL G= G 0 and the specified (ordinary) HCF F= F 0 The specified (most likely, nominal, normal) MWL and HCF can be established by conducting testing and measurements on a flight simulator. The probabilities


      p= P h G,F P 0 =exp 1− G 2 G 0 2 exp 1− F 2 F 0 2 ,G≥ G 0 ,F≥ F 0


      are shown in Table 5. The following conclusions can be drawn from the table data:


      1) At normal (specified, most likely) MWL level ( G= G 0 ) and/or at an extraordinary (exceptionally) high HCF level F↦∞ the probability of human non-failure is close to 100%;


      2) The probabilities of human non-failure in off-normal situations are always lower than the probabilities of non-failure in normal (specified) conditions;


      3) When the MWL is extraordinarily high, the human will definitely fail, no matter how high his/her HCF is;


      4) When the HCF is high, even a significant MWL has a small effect on the probability of non-failure, unless the MWL is exceptionally high. For high HCFs the increase in the MWL has a much smaller effect on the probabilities on failure than for relatively low HCFs;


      5) The probability of human non-failure decreases with an increase in the MWL, especially at low MWL levels, and increases with an increase in the HCF, especially at low HCF levels. These intuitively more or less obvious conclusions are quantified by the Table 5 data.


      These data show also that the increase in the probability ratio above 3.0 ("three is a charm" in this case) has a minor effect on the probability of non-failure. This means particularly that the navigator (pilot) does not have to be trained for an unrealistically high MWL, i.e., does not have to be trained by a factor higher than 3.0 compared to a navigator of ordinary capacity (skills, qualification). In other words, a pilot does not have to be a superman to successfully cope with a high level MWL, but still has to be trained in such a way that, when there is a need, he/she would be able to cope with a MWL by a factor of 3.0 higher than the normal level, and his/her HCF should be by a factor of 3.0 higher than what is expected of the same person in ordinary (normal) conditions. Of course, some outstanding individuals (like, e.g., Captain Sullenberger) might have a HCF that corresponds to MWL's significantly higher than 3.0.


      Let us determine the underlying physics for the introduced DEPDF. The MWL derivative of this distribution is as follows:


      dp dG =−2 H p G 1 1− G 0 2 G 2


      where H p =−plnp is the entropy of the distribution. When the MWL G is significant, this formula yields:


      dp dG =−2 H p G


      This result explains the physical meaning of the distribution in question: the change in the probability of human non-failure (provided that the probability of non-failure in normal conditions is simply 100%) with the change in the MWL is, for large MWL levels, proportional to the uncertainty level defined by the entropy of the distribution in question and is inversely proportional to the MWL level. The right part of the obtained formula can be viewed as a kind of coefficient of variation (COV), where the role of the uncertainty level in the numerator is played by the entropy (rather than by the standard deviation, which, as is known, is also, in a way, a measure of uncertainty) and the role of the stress (loading) level in the denominator is played by the MWL (rather than by the mean value of the random characteristic of interest). One could find also:


      dp dF =−2 H p F F 0 2


      When the random HCF F is equal to its nominal (low level) value F 0 , this formula yields:


      dp dF =−2 H p F 0


      This result can also be used to interpret the physics underlying the introduced DEPDF: the change in the probability of human non-failure with the change in the HCF at its nominal (normal) level is proportional to the entropy of this distribution and is inversely proportional to the nominal HCF. From the equation for the probability p we obtain:


      F F 0 = 1−ln lnp 1− G 2 G 0 2


      This relationship is tabulated in Table 6. The following conclusion can be drawn from the computed data: 1) The HCF level needed to cope with an elevated MWL increases rather slowly with an increase in the probability-of-non-failure, especially for high MWL levels, unless this probability is very low (below 0.1) or very high (above 0.9); 2) In the region p=0.1→0.9 the required high HCF level increases with an increase in the MWL level, but this increase is rather moderate, especially for high MWL levels; 3) Even for significant MWLs that exceed the normal MWL by orders of magnitude the level of the HCF does not have to be very much higher than the HCF of a person of ordinary HCF level. When the MWL ratio is as high as 100, the HCF ratio does not have to exceed 4 to assure the probability of non-failure of as high as 0.999.


      Approach based on the convolution technique: Operation time vs. available time


      The above time-independent DEPDF based approach enables one to compare, on the probabilistic basis, the relative roles of the MWL and HCF in a particular off-normal HF related situation. The role of time (e.g., swiftness in reaction) is accounted for in an indirect fashion, through the HCF level. In the analysis that follows we assess the likelihood of safe landing by considering the roles of different times directly, by comparing the operation time, which consists of the decision making time and actual landing time, with the "available" landing time (i.e., the time from the moment when an emergency was determined to the moment of landing). Particularly, we address the ability of the pilot to anticipate and to make a substantiated and valid decision in a short period of time (as Captain Sullenberger has put it, "We are going to be in the Hudson"). It is assumed, for the sake of simplicity, that both the decision making and the landing times could be approximated by the Rayleigh's law, while the available time, considering, in the case of the "miracle-on-the-Hudson" flight) the glider conditions of the aircraft, follows the normal law with a high ratio of the mean value to the standard deviation. Safe landing could be expected if the probability that it occurs during the "available" landing time is sufficiently high. The formalism of such a model is similar to the one taken in the helicopter-landing-ship (HLS) approach [127]. If the (random) sum, T = t + θ, of the (random) decision making time, t, and the (random) time, θ, needed to actually land the aircraft is lower, with a high enough probability, than the (random) duration, L, of the available time, then safe landing becomes possible (in the HLS problem it was the random time of the lull in the sea condition).


      In the analysis that follows the Rayleigh's law


      f t t = t t 0 2 exp − t 2 t 0 2 , f θ θ = θ θ 0 2 exp − θ 2 θ 0 2 , is used as a suitable approximation for the random times t and θ of decision making and actual landing, and the normal law


      f l l = 1 2πσ exp − l− l 0 2 2 σ 2 , l 0 σ ≥4.0,


      as an acceptable approximation for the available time, L ("lull" time in the HLS problem). In these formulas, t 0 and θ 0 are the most likely times of decision making and landing, respectively, l 0 is the most likely (mean) value of the available time, and σ is the standard deviation of this time. The ratio l 0 σ ("safety factor") of the mean value of the available time to its standard deviation should be large enough (say, larger than 4), so that the normal law could be used as an acceptable approximation for a random variable that, in principle, cannot be negative, as it is the case when this variable is time. In a simplified approach the time L could be treated as a non-random variable. Captain Sullenberger certainly had a general feeling for this time, i.e. of how long his aircraft would stay in the air. The probability, P * , that the sum T = t + θ of the random variables t and θ exceeds a certain time level, T ^ , can be found on the basis of the convolution of two random times distributed in accordance with the Rayleigh law as follows:


      P * =1− ∫ 0 T ^ t t 0 2 exp − t 2 2 t 0 2 1−exp − T−t 2 2 θ 0 2 dt=exp − T ^ 2 2 t 0 2


      +exp − T ^ 2 2 t 0 2 + θ 0 2 θ 0 2 t 0 2 + θ 0 2 exp − t 0 2 T ^ 2 2 θ 0 2 t 0 2 + θ 0 2 −exp − θ 0 2 T ^ 2 2 t 0 2 t 0 2 + θ 0 2


      + π 2 T ^ t 0 θ 0 t 0 2 + θ 0 2 3/2 exp − T ^ 2 2 t 0 2 + θ 0 2 erf t 0 T ^ θ 0 2 t 0 2 + θ 0 2 +erf θ 0 T ^ t 0 2 t 0 2 + θ 0 2 ,


      where


      erf x = 2 π ∫ 0 x e − z 2 dz is the error function. When the most likely duration of landing, θ 0 , is very small compared to the most likely decision making time, t 0 , this expression yields: P * =exp − T ^ 2 2 t 0 2 , i.e., the probability that the total time of operation exceeds a certain time duration, T ^ , depends only on the most likely decision making time, t 0 . Then t 0 T ^ = 1 −2ln P * . If the acceptable probability, P * , of exceeding the "available" time, T ^ , if this time is treated as a non-random variable of the level T ^ , is, say, P= 10 −4 =0.01% , then the time of making the decision should not exceed 0.2330 = 23.3% of the time, T ^ , otherwise the requirement P≤ 10 −4 =0.01% will be compromised. If the available time is, say, 2 min, then the decision making time should not exceed 28 sec, which is in good agreement with Capt. Sullenberger's actual decision making time. Similarly, when the most likely time, t 0 , of decision making is very small compared to the most likely time, θ 0 , of actual landing, then P * =exp − T ^ 2 2 θ 0 2 , i.e., the probability of exceeding a certain time level T ^ depends only on the most likely time, θ 0 , of landing. As follows from the above formulas, the probability that the actual time of decision making or the time of landing exceed the corresponding most likely time is as high as P * = 1 e =0.6065=60.6% .


      In this connection it is noteworthy that the one-parametric Rayleigh law is characterized by a rather large standard deviation and therefore might not be the best approximation for the probability density functions for the decision making time and the time of landing. A more "powerful" and a more flexible two-parametric law, such as, e.g., the Weibull law, might be more suitable as an appropriate probability distribution of the random times, t and θ. Its use, however, will make our analysis unnecessarily more complicated. Our goal is not so much to "dot all the i's and cross all the t's", as far as modeling of the role the HF in the problem in question is concerned, but rather to demonstrate that the attempt to use PPM methods to quantify the role of the HF in the problems of the type in question might be quite fruitful. When developing practical guidelines and recommendations, a particular law of the probability distribution should be established beforehand based on the actual statistical data, and employment of various goodness-of-fit criteria [145] might be needed in the detailed and trustworthy analyses.


      "Miracle-on-the-Hudson" vs. "Crash- in-the-Atlantic"


      US Airways Flight 1549: incident: US Airways Flight 1549 was a domestic passenger flight from LaGuardia Airport (LGA) in New York City to Charlotte/Douglas International Airport, Charlotte, North Carolina. On January 15, 2009, the Airbus A320-214 flying this route struck a flock of Canada Geese during its initial climb out, lost engine power, and ditched in the Hudson River off midtown Manhattan. Since all the 155 occupants survived and safely evacuated the airliner, the incident became known as the "Miracle-on-the-Hudson" [131].


      The bird strike occurred just northeast of the George Washington Bridge (GWB) about three minutes into the flight and resulted in an immediate and complete loss of thrust from both engines. When the crew determined that they would be unable to reliably reach any airfield, they turned southbound and glided over the Hudson, finally ditching the airliner near the USS Intrepid museum about three minutes after losing power. The crew was later awarded the Master's Medal of the Guild of Air Pilots and Air Navigators for successful "emergency ditching and evacuation, with the loss of no lives... a heroic and unique aviation achievement...the most successful ditching in aviation history."


      The pilot in command was 57-year-old Capt. Chesley B. "Sully" Sullenberger, a former fighter pilot who had been an airline pilot since leaving the United States Air Force in 1980. He was also a safety expert and a glider pilot. The first officer was Jeffrey B. Skiles, 49. The flight attendants were Donna Dent, Doreen Welsh and Sheila Dail. The aircraft was powered by two GE Aviation/Snecma-designed CFM56-5B4/P turbofan engines manufactured in France and the U.S. One of 74 A320s then in service in the US Airways fleet, it was built by Airbus with final assembly at its facility at Aéroport de Toulouse-Blagnac in France in June 1999 and delivered to the carrier on August 2, 1999. The Airbus is a digital fly-by-wire aircraft: the flight control surfaces are moved by electrical and hydraulic actuators controlled by a digital computer. The computer interprets pilot commands via input from a side-stick, making adjustments on its own to keep the plane stable and on course. This is particularly useful after engine failure by allowing the pilots to concentrate on engine restart and landing planning. The mechanical energy of the two engines is the primary source of electrical power and hydraulic pressure for the aircraft flight control systems. The aircraft also has an auxiliary power unit (APU), which can provide backup electrical power for the aircraft, including its electrically powered hydraulic pumps; and a ram air turbine (RAT), a type of wind turbine that can be deployed into the airstream to provide backup hydraulic pressure and electrical power at certain speeds.


      According to the NTSB, both the APU and the RAT were operating as the plane descended into the Hudson, although it was not clear whether the RAT had been deployed manually or automatically. The Airbus A320 has a "ditching" button that closes valves and openings underneath the aircraft, including the outflow valve, the air inlet for the emergency RAT, the avionics inlet, the extract valve, and the flow control valve. It is meant to slow flooding in a water landing. The flight crew did not activate the "ditch switch" during the incident. Sullenberger later noted that it probably would not have been effective anyway, since the force of the water impact tore holes in the plane's fuselage much larger than the openings sealed by the switch.


      First officer Skiles was at the controls of the flight when it took off at 3:25 pm, and was the first to notice a formation of birds approaching the aircraft about two minutes later, while passing through an altitude of about 2,700 feet (820 m) on the initial climb out to 15,000 feet (4,600 m). According to flight data recorder (FDR) data, the bird encounter occurred at 3:27:11, when the airplane was at an altitude of 2,818 feet (856 m) above ground level and at a distance of about 4.5 miles north-northwest of the approach end of runway 22 at LGA. Subsequently, the airplane's altitude continued to increase while the airspeed decreased, until 3:27:30, when the airplane reached its highest altitude of about 3,060 feet (930 m), at an airspeed of about 185 kts calibrated airspeed (KCAS). The altitude then started to decrease as the airspeed started to increase, reaching 210 KCAS at 3:28:10 at an altitude of about 1,650 feet (500 m) The windscreen quickly turned dark brown and several loud thuds were heard.


      Capt. Sullenberger took the controls, while Skiles began going through the three-page emergency procedures checklist in an attempt to restart the engines. At 3:27:36 the flight radioed air traffic controllers at New York Terminal Radar Approach Control (TRACON). "Hit birds. We've lost thrust on both engines. We're turning back towards LaGuardia." Responding to the captain's report of a bird strike, controller Patrick Harten, who was working the departure position told LaGuardia tower to hold all waiting departures on the ground, and gave Flight 1549 a heading to return to LaGuardia. Sullenberger responded that he was unable. Sullenberger asked if they could attempt an emergency landing in New Jersey, mentioning Teterboro Airport in Bergen County as a possibility; air traffic controllers quickly contacted Teterboro and gained permission for a landing on runway 1. However, Sullenberger told controllers that "We can't do it", and that "We're gonna be in the Hudson", making clear his intention to bring the plane down on the Hudson River due to a lack of altitude. Air traffic control at LaGuardia reported seeing the aircraft pass less than 900 feet (270 m) above GWB. About 90 seconds before touchdown, the captain announced, "Brace for impact", and the flight attendants instructed the passengers how to do so.


      The plane ended its six-minute flight at 3:31 pm with an unpowered ditching while heading south at about 130 knots (150 mph; 240 km/h) in the middle of the North River section of the Hudson River roughly abeam 50th Street (near the Intrepid Sea-Air-Space Museum) in Manhattan and Port Imperial in Weehawken, New Jersey. Sullenberger said in an interview on CBS television that his training prompted him to choose a ditching location near operating boats so as to maximize the chance of rescue. After coming to a stop in the river, the plane began drifting southward with the current. National Transportation Safety Board (NTSB) Member Kitty Higgins, the principal spokesperson for the on-scene investigation, said at a press conference the day after the accident that it "has to go down [as] the most successful ditching in aviation history... These people knew what they were supposed to do and they did it and as a result, nobody lost their life".


      The flight crew and particularly Captain Sullenberger were widely praised for their actions during the incident, notably by New York City Mayor Michael Bloomberg and New York State Governor David Paterson, who opined, "We had a Miracle on 34th Street. I believe now we have had a Miracle on the Hudson." Outgoing U.S. President George W. Bush said he was "inspired by the skill and heroism of the flight crew", and he also praised the emergency responders and volunteers. Then President-elect Barack Obama said that everyone was proud of Sullenberger's "heroic and graceful job in landing the damaged aircraft", and thanked the A320's crew.


      The NTSB ran a series of tests using Airbus simulators in France, to see if Flight 1549 could have returned safely to LaGuardia. The simulation started immediately following the bird strike and "...knowing in advance that they were going to suffer a bird strike and that the engines could not be restarted, four out of four pilots were able to turn the A320 back to LaGuardia and land on Runway 13." When the NTSB later imposed a 30-second delay before they could respond, in recognition that it wasn't reasonable to expect a pilot to assess the situation and react instantly, all four pilots crashed. On May 4, 2010, the NTSB released a statement which credited the accident outcome to the fact that the aircraft was carrying safety equipment in excess of that mandated for the flight, and excellent cockpit resource management among the flight crew. Contributing factors to the survivability of the accident were good visibility, and fast response from the various ferry operators. Captain Sullenberger's decision to ditch in the Hudson River was validated by the NTSB. On May 28, 2010, the NTSB published its final report into the accident. It determined the cause of the accident to be "the ingestion of large birds into each engine, which resulted in an almost total loss of thrust in both engines".


      Captain Sullenberger's hypothetical HCF: Sullenberger was born to a dentist father - a descendant of Swiss immigrants by the name of Sollenberger - and an elementary school teacher mother. The street, on which he grew up in Denison, Texas, was named after his mother's family, the Hannas. According to his sister, Mary Wilson, Sullenberger built model planes and aircraft carriers during his childhood, and might have become interested in flying after hearing stories about his father's service in the United States Navy. He went to school in Denison, and was consistently in the 99th percentile in every academic category. At the age of 12, his IQ was deemed high enough to join Mensa International. He gained a pilot's license at 14. In high school he was the president of the Latin club, a first chair flute, and an honor student. His high school friends have said that Sullenberger developed a passion for flying from watching jets based out of Perrin Air Force Base.


      Sullenberger's hypothetical HCF is shown in Table 7. The calculations of the probability of the human non-failure are carried out using the DEPDF and are shown in Table 2. We did not try to anticipate and quantify a particular (most likely) MWL level of Capt. Sullenberger, but rather assumed different MWL deviations from the most likely level of a regular pilot. A more detailed MWL analysis can and should be conducted using flight simulation FOAT data. The computed data indicate that, as long as the HCF is high (and Capt. Sullenberger's HCF was extraordinarily, exceptionally high), even significant MWL levels, up to 50 or even higher, still result in a rather high probability of the human non-failure. This was due not only to his skills, education, training and other HCF qualities, but, to a great extent, to his age: in his late fifties, he was old enough to be an experienced performer and young enough to operate effectively in a cool demeanor under pressure and possessed other important qualities of a relatively young human.


      As evident from the computed data, the probability of his non-failure in off-normal flight conditions is high, significantly higher than that of a pilot of normal skills in the profession. So, it would not be an exaggeration to say that the actual "miraculous" on-the-Hudson event was due to the fact that a person of extraordinary abilities (measured by the level of the HCF) turned out to be in the driving chair at the critical moment. Other favorable aspects of the situation were high and appropriate HCF of the crew, good weather and the ditching site, perhaps the most favorable one one could imagine. As long as this miracle did happen, everything else was not really a miracle. Captain Sullenberger knew when to take over control of the aircraft, when to abandon his communications with the (generally speaking, excellent) ATCs and to use his outstanding background and skills to ditch the plane: "I was sure I could do it...the entire life up to this moment was a preparation for this moment...I am not just a pilot of that flight. I am also a pilot who has flown for 43 years..." Miracles do not happen often, and the "Mirale-on-the-Hudson" is perhaps outside any existing indicative statistics.


      Flight attendants' hypothetical HCF: The hypothetical HCF of a flight-attendant is assessed in Table 3, and the probabilities of his/her non-failure are shown in Table 8. The qualities expected from a flight-attendant are, of course, quite different of those of a pilot. As evident from the obtained data, the probability of the human non-failure of the airbus A-320 flight attendants is rather high up until the MWL ratio of 10 or even slightly higher. Although we do not try to evaluate the first officer's Skiles' HCF, we assume that his HCF is also high, although this did not manifest itself during the event.


      It has been shown elsewhere [10] that it is expected that both pilots have high and, to an extent possible, equal qualifications and skills for a high probability of a mission success, if, for one reason or another, the entire MWL is taken by one of the pilots. In this connection we would like to mention that, even regardless of the qualification, it is widely accepted in the avionic and maritime practice that it is the captain, not the first officer (first mate) gets in control of a dangerous situations, especially life threatening ones. It did not happen, however, in the case of the Swiss-Air "UN-shuttle" last flight addressed in the next section.


      Swiss Air Flight 111 ("UN-shuttle" flight): Crash: For the sake of comparison of the successful miracle-on-the-Hudson case with an emergency situation that ended up in a crash, we have chosen the infamous Swiss Air September 2, 1998, Flight 111, when a highly trained crew made several bad decisions under considerable time pressure that was, however, not as severe as in the miracle-on-the-Hudson case. Swissair Flight 111 was a McDonnell Douglas MD-11 on a scheduled airline flight from John F. Kennedy (JFK) International Airport in New York City, US to Cointrin International Airport in Geneva, Switzerland. On Wednesday, September 2, 1998, the aircraft crashed into the Atlantic Ocean southwest of Halifax International Airport at the entrance to St. Margaret's Bay, Nova Scotia. The crash site was just 8 km (5.0 nm) from shore. All 229 people on board died - the highest death toll of any aviation accident involving a McDonnell Douglas MD-11. Swissair Flight 111 was known as the "U.N. shuttle" due to its popularity with United Nations officials; the flight often carried business executives, scientists, and researchers.


      The initial search and rescue response, crash recovery operation, and resulting investigation by the Government of Canada took over four years. The Transportation Safety Board (TSB) of Canada's official report stated that flammable material used in the aircraft's structure allowed a fire to spread beyond the control of the crew, resulting in the loss of control and crash of the aircraft. An MD-11 has a standard flight crew consisting of a captain and a first officer, and a cabin crew made up of a maître-de-cabine (M/C - purser) supervising the work of 11 flight attendants. All personnel on board Swissair Flight 111 were qualified, certified and trained in accordance with Swiss regulations, under the Joint Aviation Authorities (JAA).


      The flight details are shown in Table 4. The flight took off from New York's JFK Airport at 20:18 Eastern Standard Time (EST). Beginning at 20:33 EST and lasting until 20:47, the aircraft experienced an unexplained thirteen-minute radio blackout. The cause of the blackout, or if it was related to the crash, is unknown. At 22:10 Atlantic Time (21:10 EST), cruising at FL330 (approximately 33,000 feet or 10,100 meters), Captain Urs Zimmermann and First Officer Stephan Loew detected an odor in the cockpit and determined it to be smoke from the air conditioning system, a situation easily remedied by closing the air conditioning vent, which a flight attendant did on Zimmermann's request. Four minutes later, the odor returned and now smoke was visible, and the pilots began to consider diverting to a nearby airport for the purpose of a quick landing. At 22:14 AT (21:14 EST) the flight crew made a radio call to air-traffic control (ATC) at Moncton (which handles trans-atlantics air traffic approaching or departing North American air space), indicating that there was an urgent problem with the flight, although not an emergency, which would imply immediate danger to the aircraft. The crew requested a diversion to Boston's Logan International Airport, which was 300 nautical miles (560 km) away. ATC Moncton offered the crew a vector to the closer, 66 nm (104 km) away, Halifax International Airport in Enfield, Nova Scotia, which Loew accepted. The crew then put on their oxygen masks and the aircraft began its descent. Zimmermann put Loew in charge of the descent, while he personally ran through the two Swissair standard checklists for smoke in the cockpit, a process that would take approximately 20 minutes and become a later source of controversy.


      At 22:18 AT (21:18 EST), ATC Moncton handed over traffic control of Swissair 111 to ATC Halifax, since the plane was now going to land in Halifax rather than leave North American air space. At 22:19 AT (21:19 EST) the plane was 30 nautical miles (56 km) away from Halifax International Airport, but Loew requested more time to descend the plane from its altitude of 21,000 feet (6,400 m). At 22:20 AT (21:20 EST), Loew informed ATC Halifax that he needed to dump fuel, which ATC Halifax controllers would say later, was a surprise considering that the request came so late; dumping fuel is a fairly standard procedure early on in nearly any "heavy" aircraft urgent landing scenario. ATC Halifax subsequently diverted Swissair 111 toward St. Margaret's Bay, where they could more safely dump fuel, but still be only around 30 nautical miles (56 km) from Halifax. In accordance with the Swissair checklist entitled "In case of smoke of unknown origin", the crew shut off the power supply in the cabin, which caused the re-circulating fans to shut off. This caused a vacuum, which induced the fire to spread back into the cockpit. This also caused the autopilot to shut down; at 22:24:28 AT (21:24:28 EST), Loew informed ATC Halifax that "we now must fly manually." Seventeen seconds later, at 22:24:45 AT (21:24:45 EST), Loew informed ATC Halifax that "Swissair 111 heavy is declaring emergency", repeated the emergency declaration one second later, and over the next 10 seconds stated that they had descended to "between 12,000 and 5,000 feet" and once more declared an emergency. The flight data recorder stopped recording at 22:25:40 AT (21:25:40 EST), followed one second later by the cockpit voice recorder. The doomed plane briefly showed up again on radar screens from 22:25:50 AT (21:25:50 EST) until 22:26:04 AT (21:26:04 EST). Its last recorded altitude was 9,700 feet. Shortly after the first emergency declaration, the captain could be heard leaving his seat to fight the fire, which was now spreading to the rear of the cockpit. The Swissair volume of checklists was later found fused together, as if someone had been trying to use them to fan back flames.


      The search and rescue operation was launched immediately by Joint Rescue Coordination Centre Halifax (JRCC Halifax) which tasked the Canadian Forces Air Command, Maritime Command and Land Force Command, as well as Canadian Coast Guard (CCG) and Canadian Coast Guard Auxiliary (CCGA) resources. The first rescue resources to approach the crash site were Canadian Coast Guard Auxiliary volunteer units - mostly privately owned fishing boats - sailing from Peggy's Cove, Bayswater and other harbors on St. Margaret's Bay and the Aspotogan Peninsula. They were soon joined by the dedicated Canadian Coast Guard SAR vessel CCGS Sambro and CH-113 Labrador SAR helicopters flown by 413 Squadron from CFB Greenwood.


      The investigation identified eleven causes and contributing factors of the crash in its final report. The first and most important was: "Aircraft certification standards for material flammability were inadequate in that they allowed the use of materials that could be ignited and sustain or propagate fire. Consequently, flammable material propagated a fire that started above the ceiling on the right side of the cockpit near the cockpit rear wall. The fire spread and intensified rapidly to the extent that it degraded aircraft systems and the cockpit environment, and ultimately led to the loss of control of the aircraft".


      Arcing from wiring of the in-flight entertainment system network did not trip the circuit breakers. While suggestive, the investigation was unable to confirm if this arc was the "lead event" that ignited the flammable covering on MPET insulation blankets that quickly spread across other flammable materials. The crew did not recognize that a fire had started and were not warned by instruments. Once they became aware of the fire, the uncertainty of the problem made it difficult to address. The rapid spread of the fire led to the failure of key display systems, and the crew were soon rendered unable to control the aircraft. Because he had no light by which to see his controls after the displays failed, the pilot was forced to steer the plane blindly; intentionally or not, the plane swerved off course and headed back out into the Atlantic.


      Recovered fragments of the plane show that the heat inside the cockpit became so great that the ceiling started to melt. The recovered standby attitude indicator and airspeed indicator showed that the aircraft struck the water at 300 knots (560 km/h, 348 mph) in a 20 degrees nose down and 110 degree bank turn, or almost upside down. Less than a second after impact the plane would have been totally crushed, killing all aboard almost instantly. The TSB concluded that even if the crew had been aware of the nature of the problem, the rate at which the fire spread would have precluded a safe landing at Halifax even if an approach had begun as soon as the "pan-pan-pan" was declared. The plane was broken into two million small pieces by the impact, making this process time-consuming and tedious. The investigation became the largest and most expensive transport accident investigation in Canadian history.


      Swiss Air Flight 111: Segments (events) and crew errors: The Swiss Air Flight 111 events (segments) and durations are summarized in Table 4. The following more or less obvious errors were made by the crew: 1) At 21:14 EST they used poor judgment and underestimated the danger by indicating to the ATC Moncton that the returned odor and visible smoke in the cockpit was an urgency, but not an emergency problem. They requested a diversion to the 300 nm (560 km) away Boston Logan Airport, and not to the closest 66nm (104 km) away Halifax Airport; 2) Captain Zimmermann put first officer Loew in charge of the descent and spent time for running through the Swissair checklist for smoke in the cockpit; 3) At 21:19 EST Loew requested more time to descend the plane from its altitude of 6,400 m, although the plane was only 30 nm (56 km) away from Halifax Airport; 4) At 21:20 EST Loew informed ATC Halifax that he needed to dump fuel. As ATC Halifax indicated later, it was a surprise, because the request came too late. In addition, it was doubtful that such a measure was needed at all; 5) At 21:24:28 the crew shut off the power supply in the cabin. That caused the re-circulating fans to shut off and caused a vacuum, which induced the fire to spread back into the cockpit. This also caused the autopilot to shut down, and Loew had to "fly manually". In about a minute or so the plane crashed. These errors are reflected in the Table 9 score sheet and resulted in a rather low HCF and low probability of the assessed human non-failure.


      Swiss Air Flight 111: Pilot's hypothetical HCF: Flight 111 pilot's HCF and the probability of human non-failure are summarized in Table 9. The criteria used are the same as in Table 2 above. The probabilities of human non-failure are shown in Table 10.


      The computed probability of non-failure is very low even at a non-very high MWL levels. Although the crew's qualification seems to be adequate, the qualities ##4, 6, 7, 8 and 10, which were particularly critical in the situation in question, turned out to be extremely low. No wonder that it led to a crash.


      Thus, based on the above analyses, we conclude that the application of quantitative PPM approach should complement, whenever feasible and possible, the existing vehicular psychology practices that are, as a rule, qualitative assessments of the role of the human factor when addressing the likelihood of success and safety of various vehicular missions and situations.


      It has been the high HCF of the aircraft crew and especially of Capt. Sullenberger's that made a reality what seemed to be a "miracle". The carried out PPM-based analysis enables one to quantify this fact. In effect, it has been a "miracle" that an outstanding individual like Capt. Sullenberger turned out to be in control at the time of the incident and that the weather was highly favorable. As long as this took place, nothing else could be considered as a "miracle": the likelihood of safe landing with an individual like Capt. Sullenberger in the cockpit was rather high. The taken PRM based approach, after the trustworthy input information is obtained using FOAT on a simulator and confirmed by an independent approach, such as, say, Delphi method, is applicable to many other HITL situations, well beyond the situation in question and perhaps even beyond the vehicular domain. Although the obtained numbers make physical sense, it is the approach, not the numbers that is, in the author's opinion, the main merit of the analysis.


      Adequate trust


      The double exponential probability distribution function (DEPDF) for the random HCF is revisited. It is shown particularly that the entropy of this distribution, when applied to the trustee (a human, a technology, a methodology or a concept), can be viewed as an appropriate quantitative characteristic of the propensity of a decision maker to an under-trust or an over-trust judgment and, as a consequence of that, to the likelihood of making a mistake or an erroneous decision.


      Since Shakespearian "love all, trust a few" and "don't trust the person who has broken faith once" and to the today's ladygaga's "trust is like a mirror, you can fix it if it's broken, but you can still see the crack in that mother f*cker's reflection", the importance of human-human trust was addressed by numerous writers, politicians and psychologists. It was the 19th century South Dakota politician Frank Craine who seems to be the first who indicated the importance of an adequate trust in human relationships: "You may be deceived if you trust too much, but you will live in torment unless you trust enough". Madhavan and Wiegmann [125] drew attention at the importance of trust in engineering and, particularly, at similarities and differences between human-human and human-automation trust. Hoff and Bashir [123] considered the role of trust in automation. Rosenfeld and Kraus [126] addressed human decision making and its consequences, with consideration of the role of trust. The analysis that follows is in a way, an extension and a generalization of the recent Kaindl and Svetinovic [124] publication, and addresses some important aspects of the human-in-the-loop (HITL) problem for safety-critical missions and extraordinary situations. It is argued that the role and significance of trust can and should be quantified when preparing such missions. The author is convinced that otherwise the concept of an adequate trust simply cannot be effectively addressed and included into an engineering technology, design methodology or a human activity, when there is a need to assure a successful and safe outcome of a particular engineering effort or an aerospace or a military mission. Since nobody and nothing is perfect, and the probability-of-failure is never zero, such a quantification should be done on the probabilistic basis [117,130-132,135,137,138,152]. The DEPDF for the random HCF (Suhir, 2017) is revisited with an intent to show that the entropy of this distribution, when applied to the trustee, can be viewed as an appropriate quantitative characteristic of the propensity of a human to an under-trust or an over-trust.


      A suitable modification of the DEPDF for the human non-failure, whether it is the performer (decision maker) or the trustee, is assumed here in the following simple form


      P=exp −γtexp − F G ,


      Where P is the probability of non-failure, t is time, F is the HCF, G is the MWL, and γ is the sensitivity factor for the time. The expression for the probability of non-failure makes physical sense. Indeed, the probability P of human non-failure, when fulfilling a certain task, decreases with an increase in time and increases with an increase in the HCF-to-the-MWL ratio. At the initial moment of time t=0 the probability of non-failure is P=1 and exponentially decreases with time, especially for low F/G ratios. For very large HCF-to-the-MWL ratios the probability P of non-failure is also significant, even for not-very short operation times. The above expression, depending on a particular task and application, could be applied either to the performer (the decision maker) or to the trustee. The trustee could be a human, a technology, a concept, an existing best practice, etc.


      The ergonomics underlying the accepted distribution could be seen from the time derivative dP dt =− H p t where H P =−PlnP is the entropy of the distribution. The formula for the time derivative of the probability of non-failure indicates that the distribution reflects an assumption that this derivative is proportional to the entropy of this distribution and decreases with an increase in time. As to the expression H P =−PlnP , it sheds some useful quantitative light on the recommendation [125] that both under-trust and over-trust should be avoided. The entropy H P , when applied to the suggested DEPDF and viewed in this case as the probability of non-failure of the trustee's performance, is zero for both extreme values of this performance: when the probability of non-failure is zero, it should be interpreted as an extreme under-trust in someone else's authority or expertise, or in the case of a "not invented here (NIH)" technology; when the probability of the trustee's non-failure is one, that means that there is an extreme over-trust in an NIH technology: as is known, "my neighbor's grass is always greener" and "no man is a prophet in his own land". The entropy H P =−PlnP reaches its maximum value H max = e −1 =0.3679 for a rather moderate probability P= e −1 =0.3679 of non-failure of the trustee. In the light of the publication [124], adequate trust should also be considered, when appropriate, among other critical HCF qualities, and should be certainly added to the above list. Captain Sullenberger, the hero of the miracle-on-the-Hudson event did possess such a quality. He "avoided over-trust":


      1) In the ability of the first officer, who ran the aircraft when it took off La Guardia airport, to successfully cope with the situation, when the aircraft struck a flock of Canada Geese and lost engine power, and took over the controls, while the first officer began going through the emergency procedures checklist in an attempt to find information on how to restart the engines; and


      2) In the possibility, with the help of the air traffic controllers at laguardia and at Teterboro, to land the aircraft safely at these airports. What is even more important, is that Captain Sullenberger also "avoided under-trust" (as FDR has put it, "the only thing that we should fear, is fear itself"):


      1) In his own skills, abilities and extensive experience that would enable him to successfully cope with the situation (57-year-old Capt. Sullenberger was a former fighter pilot, a safety expert, an instructor and a glider pilot); that was the rare case when "team work" was not the right thing to pursue;


      2) In the aircraft structure that would be able to successfully withstand the slam of the water during ditching and, in addition, would enable slow enough flooding after ditching (it turned out that the crew did not activate the "ditch switch" during the incident, but Capt. Sullenberger later noted that it probably would not have been effective anyway, since the water impact tore holes in the plane's fuselage much larger than the openings sealed by the switch);


      3) In the aircraft safety equipment that was carried in excess of that mandated for the flight;


      4) In the outstanding cooperation and excellent cockpit resource management among the flight crew who trusted their captain and exhibited outstanding team work (that is where such work was needed and was useful) during landing and the rescue operation;


      5) In the fast response from and effective help of the various ferry operators located near the USS Intrepid museum and the ability of the rescue team to provide timely and effective help; and


      6) In the good visibility as an important contributing factor to the success of his effort. As is known, the crew was later awarded the Master's Medal of the Guild of Air Pilots and Air Navigators for successful "emergency ditching and evacuation, with the loss of no lives... a heroic and unique aviation achievement...the most successful ditching in aviation history."


      National Transportation Safety Board (NTSB) Member Kitty Higgins, the principal spokesperson for the on-scene investigation, said at a press conference the day after the accident that it "has to go down [as] the most successful ditching in aviation history... These people knew what they were supposed to do and they did it and as a result, nobody lost their life".


      Note that the probability of non-failure for the given HCF and MWL can be obtained from the adequately designed, thoroughly conducted and correctly interpreted FOAT data. Let us show how this could be done, using as an example, the role of the human factor in aviation. Flight simulator could be employed as an appropriate FOAT vehicle to quantify, on the probabilistic basis, the required level of the human capacity factor (HCF) with respect to the expected mental workload (MWL) when fulfilling a particular mission. When designing and conducting FOAT aimed at the evaluation of the sensitivity parameter γ in the DEPDF a certain MWL factor I (electro-cardiac activity, respiration, skin-based measures, blood pressure, ocular measurements, brain measures, etc.) should be monitored and measured on the continuous basis until its agreed-upon high value I * , viewed as an indication of a human failure, is reached . Then the DEPDF could be written as


      P=exp −γt I * exp − F G .


      Bringing together a group of more or less equally (preferably highly) qualified individuals, and proceeding from the fact that the HCF is a characteristic that remains more or less unchanged for these individuals during the relatively short time of the FOAT. The MWL, on the other hand, is a short-term characteristic that can be tailored, in many ways, depending on the anticipated MWL conditions. From the expression for the DEPDF we have:


      −Gln n γ =F=Const.


      where


      n=− lnP I * t .


      Let the FOAT is conducted at two MWL levels, G 1 and G 2 , and the criterion I * was observed and recorded at the times of t 1 and t 2 for the established percentages of Q 1 =1− P 1 and Q 2 =1− P 2 , respectively. Then the formula γ=exp ln n 2 − G 1 G 2 ln n 1 1− G 1 G 2


      for the γ value can be obtained. The HCF of the individuals that underwent the accelerated testing can be determined as follows:


      F=− G 1 ln n 1 γ =− G 2 ln n 2 γ .


      Let, e.g., the same group of individuals was tested at two different MWL levels, G 1 and G 2 , until failure (whatever its definition and nature might be), and let the MWL ratio was G 2 G 1 =2. Because of that the TTF was considerably shorter and the number of the failed individuals was considerably larger, for the same I * level (say, I * =120) in the second round of tests. Let, e.g., P 1 =0.8, P 2 =0.5, t 1 =2.0h, and t 1 =2.0h, Then


      n 1 =− ln P 1 t 1 I * =− ln0.8 2x120 =9.2976x 10 −4 ,


      n 2 =− ln P 2 t 2 I * =− ln0.5 1.5x120 =38.5082x 10 −4 ,


      γ=exp ln n 2 − G 1 G 2 ln n 1 1− G 1 G 2 =exp ln38.5082x 10 −4 −0.5ln9.2976x 10 −4 1−0.5 =0.015948,


      F G 1 =−ln n 1 γ =ln 9.2976x 10 −4 0.015948 =2.8422,


      F G 2 =−ln n 2 γ =ln 38.5082x 10 −4 0.015948 =1.4210.


      The calculated required HCF-to-MWL ratios


      F G =−ln 62.7038 −lnP t


      for different probabilities of non-failure and different times are shown in Table 11. As evident from the calculated data, the level of the HCF in this example should exceed considerably the level of the MWL, so that a high enough value of the probability of human-non-failure is achieved, especially for long operation times.


      The following conclusions can be drawn from the performed analysis:


      1) Trust is an important HCF quality and should be included into the list of such qualities for a particular HCF related task;


      2) This factor should always be evaluated vs. MWL when there is a need to assure a successful and safe outcome of a particular aerospace or military mission, or when considering the role of a human factor in a non-vehicular engineering system;


      3) The DEPDF for the random HCF is revisited, and it is shown particularly that its entropy can be viewed as an appropriate quantitative characteristic of the propensity of a human to an under-trust or an over-trust judgment and, as the consequence of that, to an erroneous decision making or to a performance error.


      


      Human-in-the-Loop (HITL) related missions and situations


      Vehicular mission success-and-safety


      The success (failure) of a vehicular mission could be time dependent and, in addition, could have different probabilities of success at different stages (segments). Let, e.g., the mission of interest consists of n consecutive segments (i=1,2,...,n) that are characterized by different probabilities, q i , of occurrence of a particular harsh environment or by other extraordinary conditions during the fulfillment of the i− th segment of the mission; by different durations, T i , of these segments; and by different failure rates, λ i e , of the equipment and instrumentation. These failure rates may or may not depend on the environmental conditions, but could be affected by aging, degradation and other time-dependent causes. In the simplified example below we assume that the combined input of the hardware and the software, as far as the failure rate of the equipment and instrumentation is concerned, is evaluated beforehand and is adequately reflected by the appropriate failure rate λ i e (failure rate of the equipment) values. These values could be either determined from the vendor specifications or could be obtained based on the specially designed and conducted FOAT and the subsequent predictive modeling. The probability of the equipment non-failure at the moment t i of time during the flight (mission fulfillment) on the i− th segment, assuming, in an approximate analysis, that Weibull distribution in the form P i e =exp − λ i e t i β i e , is applicable. Here 0≤ t i ≤ T i is an arbitrary moment of time during the fulfillment of the mission on the i− th segment, and β i e is the shape parameter in the Weibull distribution. This distribution is flexible: β i e =1 leads to the exponential distribution; when β i e =2 , Rayleigh distribution takes place; by putting β i e =3 , one obtains a distribution that is close to the normal distribution. We assume that the time-dependent probability of the human performance non-failure can be also represented as a Weibull distribution: P i h ( t i )= P i h (0)exp − λ i h t i β i h , where λ i h is the failure rate, β i h is the shape parameter and P i h (0) is the probability of the human non-failure at the initial moment of time t i =0 of the given segment. When t i →∞ , the probability of non-failure (say, because of the human fatigue or other causes) tends to zero. The probability P i h (0) of non-failure at the initial moment of time is


      P i h (0)= P 0 exp 1− G i 2 G 0 2 exp 1− F i 2 F 0 2 .


      Then the probability of the mission failure at the i− th segment can be found as


      Q i ( t i )=1− P i e ( t i ) P i h ( t i )


      Since ∑ i=1 n q i =1 (condition of normalization), the overall probability of the mission failure can be found as


      Q= ∑ i=1 n q i Q i ( t i )=1− ∑ i=1 n q i P i e ( t i ) P i h ( t i )


      This formula can be used for the assessment of the probability of the overall mission failure, as well as, if necessary, for specifying the failure rates and the HCF in such a way that the probability of failure, when a human is involved, would be sufficiently low and acceptable. It can be used also, if possible, to choose an alternative route in such a way that the set of the probabilities q i brings the overall probability of failure of the mission to the acceptable level. If at a certain segment of the fulfillment of the mission the human performance is not critical, then the corresponding probability P i h ( t i ) of human non-failure should be put equal to one. On the other hand, if there is confidence that the equipment (instrumentation) failure is not critical, or if there is a reason to believe that the probability of the equipment non-failure is considerably higher than the probability of the human non-failure, then it is the probability P i e ( t i ) that should be put equal to one. Finally, if one is confident that a certain level of the harsh environment will be certainly encountered during the fulfillment of the mission at the i− th segment of the route, then the corresponding probability q i should be put equal to one.


      Failure rate of the equipment (instrumentation) should be established, of course, based on the reliability physics of the particular underlying phenomenon. Examine, as suitable examples, two typical situations. 1) If the possible failure of the vulnerable structural element of a particular piece of equipment, device or a subsystem could be attributed to an elevated temperature and stress, then the BAZ law τ= τ 0 exp U−γσ kT


      can be used to assess the mean-time-to-failure τ . In this formula, T is the absolute temperature, U is the activation energy, k is Boltzmann's constant, σ is the design stress (not necessarily mechanical) acting in the item of interest, and τ 0 and γ are empirical parameters that should be established (found) based on the specially designed and conducted ALTs. Actually, the activation energy U is also an empirical parameter, but, for various structural elements of silicon-based semiconductor electronic devices the activation energies have been determined and could be found in the reference literature . The second term in the numerator of the above formula accounts for the reduction in the activation energy level in the presence of a stress. If stress is not considered, the above formula reduces to the well-known Boltzmann-Arrhenius equation. After the mean-time-to-failure is determined, the corresponding failure rate can be found as


      λ= 1 τ = 1 τ 0 exp − U−γσ kT = Q T τ 0


      where


      Q T =exp − U−γσ kT


      is the steady-state probability of failure in ordinary conditions, i.e., at the steady-state portion of the BTC. By analogy with how the failure rate for a piece of electronic equipment is determined, one could use the condition (12) to establish an ALT relationship for the human performance. We view the process of testing and training of a human on a simulator as a sort of an ALT setup for a vehicle operator. For F= F 0 , for a human of the ordinary skills in the vehicular "art", the following relationship can be assumed for the probability of non-failure, when a navigator is being tested or trained on a flight simulator: P h (G)= P 0 exp 1− G 2 G 0 2 . Then the probability of human failure is


      Q h (G)=1− P h (G)=1− P 0 exp 1− G 2 G 0 2


      and the MTTF is


      τ= 1 λ = τ 0 Q h (G) = τ 0 1− P 0 exp 1− G 2 G 0 2


      This formula can be employed to run a FOAT procedure on a simulator, using the elevated MWL level G as the stimulus factor, to the same extent as the elevated absolute temperature is used to accelerate failures in electronics hardware. The parameters G 0 , τ 0 and P 0 should be viewed as empirical parameters that could be determined as a result of testing at different MWL levels G for many individuals and by evaluating the corresponding mean-time-to-failure τ . Note, that as far as steady-state condition is concerned, we use the simplest, exponential, distribution for the evaluation of the probability P 0 , while in our general mission-success-and-safety concept, we use a more general and more flexible Weibull distribution. Since there are three experimental parameters in the above relationship that have to be determined, one needs three independent equations to determine these parameters. If the tests on a simulator are being conducted for three groups of individuals at three MWL levels G 1 , , G 2 , and G 3 , and the performance of these individuals is measured by recording the three times-to-failure, τ 1 , τ 2 and τ 3 , then the G 0 value can be obtained from the following transcendental equation:


      


      1- τ 1 τ 2 exp 1- G 3 2 G 0 2 - τ 2 τ 3 exp 1- G 2 2 G 0 2 - 1- τ 2 τ 3 exp 1- G 2 2 G 0 2 - τ 1 τ 2 exp 1- G 1 2 G 0 2 =0


      One could easily check that this equation is always fulfilled for G 1 = G 2 = G 3 = G 0 . It is noteworthy that, as has been determined above, testing does not (and should not) be conducted for MWL levels essentially higher than three-fold higher than the normal MWL is, otherwise a "shift" in the modes of failure and misleading results are likely. In other words, the accelerated test conditions should be indeed accelerated ones, and have to be reasonably high, but should not be unrealistically and unreasonably high. We are all still human, not superhuman, and, even an experienced, young, yet mature, competent and well trained individual (say, of Captain Sullenberger type) cannot cope with an exceptionally high workload. After the normal (most likely) MWL G 0 is evaluated, the probability of non-failure at normal MWL conditions can be evaluated as


      P 0 = 1− τ 1 τ 2 exp 1− G 2 2 G 0 2 − τ 1 τ 2 exp 1− G 1 2 G 0 2 = 1− τ 2 τ 3 exp 1− G 3 2 G 0 2 − τ 2 τ 3 exp 1− G 2 2 G 0 2


      and the time τ 0 is


      τ 0 = τ 1 1− P 0 exp 1− G 1 2 G 0 2 = τ 2 1− P 0 exp 1− G 2 2 G 0 2


      = τ 3 1− P 0 exp 1− G 3 2 G 0 2


      As evident from the above formulas, the G 0 value can be found in a single way, the P 0 value can be found in two ways, and the τ 0 value can be found in three ways. This circumstance should be used to check the accuracy in determining these values. On the other hand, for the analysis based on the above equations, only the P 0 value is needed. We would like to point out also that, although minimum three levels of the MWL are needed to determine the parameters G 0 , τ 0 and P 0 , it is advisable that tests at more MWL levels (still within the range G G 0 =1−3 ) are conducted, so that the accuracy in the prediction could be assessed. After the parameters G 0 , τ 0 and P 0 are found, the failure rate can be determined as a function of the MWL level as λ= 1 τ 0 1− P 0 exp 1− G 2 G 0 2


      The nominal failure rate is therefore λ= 1− P 0 τ 0


      PPM of mission safety


      We use the Weibull law to evaluate the time effect (aging, degradation) on the performance of both the equipment (instrumentation), considering the combined effect of the hardware and software, and the "human-in-the-loop". It is a two-parametric distribution with the probability distribution function F(t)= e − (λt) β , where the failure rate λ is related to the scale parameter η of the distribution as η= 1 λ , and the mean-time-to-failure t ¯ and the standard deviation σ t of the time-to-failure can be found as


      t ¯ =ηΓ 1+ 1 β , σ t =η Γ 1+ 2 β − Γ 2 1+ 1 β


      where Γ(α)= ∫ 0 ∞ x α−1 e −x dx is the gamma-function. The probability density distribution function can be obtained, if needed, as f(t)=λβ (λt) β−1 e − (λt) β


      Let, for instance, the duration of a particular vehicular mission be 24 hours, and the vehicle spends equal times at each of the 6 segments (so that t i =4 hours at the end of each segment), the failure rates of the equipment and the human performance are independent of the environmental conditions and are λ=8x 10 −4 1/hour, the shape parameter in the Weibull distribution in both cases is β=2 (Rayleigh distribution), the HCF ratio F 2 F 0 2 is F 2 F 0 2 =8 (so that F F 0 =2.828 ), the probability of human non-failure at ordinary conditions is P 0 =0.9900 , and the MWL G i 2 / G 0 2 ratios are given vs. the probability q i of occurrence of the environmental conditions in Table 12. The Table 12 data presumes that about 95% of the mission time occurs in ordinary conditions. The computations of the probabilities of interest are also carried out in Table 12. We obtain the probability of the equipment non-failure as


      P i e =exp[− λ t i 2 ]=exp[− 8x 10 −4 x4 2 ]=0.99999


      and the probability of the human non-failure can be found as


      P i h = P 0 P ¯ i exp[− λ t i 2 ]=0.9900x0.99999 P ¯ i =0.99 P ¯ i


      and is the probability of the mission non-failure. The overall probability of mission failure is therefore


      Q=1− ∑ i=1 n q i P i e ( t i ) P i h ( t i )=1−0.9900=0.01=1%.


      


      Some short-term tasks


      The above concept is suitable for the design of the hardware and the software, for making long-term assessments and strategic decisions, and for planning a certain vehicular mission before this mission actually commences. There are, however, extraordinary situations, when the navigator has to make a decision on a short-term, some time even on an emergency, basis during the actual fulfillment of a mission or when encountering an extraordinary hazardous situation. Here are several examples that have also to do with the application of PPM methods to quantify the effect of the human-equipment-environment interaction.


      Problem #1: The probability that the particular environmental conditions will be detrimental for the vehicle safety (say, the probability of exceeding a certain probability level) is p. The probability that these environmental conditions are detected by the available navigation equipment (say, radar or LiDAR), adequately processed and delivered to the navigator in due time is p 1 . But the navigator is not perfect either, and the probability that he/she misinterprets the obtained information from the navigation instrumentation is p 2 . If this happens, the navigator can either launch a false alarm (take inappropriate and unnecessary corrective actions), or conclude that the weather conditions are acceptable and make inappropriate go-ahead decision. The navigator receives n messages from the navigation equipment during his watch. What is the probability that at least one of the messages is assessed incorrectly?


      Solution. The hypotheses about a certain message are: H 1 = The weather conditions are unacceptable, so that the corrective actions are necessary; H 2 = The weather conditions are acceptable and therefore no corrective actions are needed. The probability that a message is misinterpreted is P=p(1− p 1 )+(1−p) p 2 . Then the probability that at least one message out of n is misinterpreted is Q=1− (1−P) n . Clearly, Q→1 , when n→∞ . The above formulas indicate that the outcome depends on both the equipment (instrumentation) performance and the human ability to correctly interpret the obtained information. The obtained formula can be used particularly to assess the effect of the human fatigue on his/her ability to interpret correctly the obtained messages. Let, for instance, n=100 (the navigator receives 100 messages during his/her watch) and p=1 : the forecast environmental conditions that the vehicle will encounter will certainly cause an accident and should be avoided. So, the instrumentation did not fail, and the probability p 1 that the navigator obtained this information and that the information has been delivered in a timely fashion is p 1 = 0.999. Let the probability that the navigator interprets the information incorrectly is, say, just p 2 =0.01=1% . Then P = 0.001 and Q = 0.0952. Thus, the probability that one message could be misinterpreted is as high as 9.5%. If the equipment is not performing adequately and the probability p 1 is only, say, p 1 = 0.95, then P = 0.05 and Q = 0.9941: one of the messages from the navigation equipment will be most certainly misinterpreted. Thus, the performance and the accuracy of the instrumentation are as important as the human factor is.


      Problem # 2: The probability that the instrumentation does not fail during the time T of the fulfillment of a certain segment of a mission is p 1 . The probability that the human does not fail, i.e., receives and interprets the obtained information correctly during this time is p 2 . It has been established that a certain (non-fatal though) accident has occurred during the time of the fulfillment of this segment of the mission. What is the probability that the accident occurred because of the equipment failure?


      Solution: Four hypotheses were possible before the accident actually occurred: H 0 = the equipment did not fail and the human did not make any error; H 1 = the equipment failed, but no human error occurred; H 2 = the equipment did not fail, but the human made an error; H 3 = the equipment failed and the human made an error. The probabilities of these hypotheses are: P( H 0 )= p 1 p 2 ; P( H 1 )=(1− p 1 ) p 2 ; P( H 2 )= p 1 (1− p 2 ); P( H 3 )=(1− p 1 )(1− p 2 ) . and the conditional probabilities of the event A "the accident occurred" are:


      P(A/ H 0 )=0 and P(A/ H 1 )=P(A/ H 2 )=P(A/ H 3 )=1 . By applying Bayes' formula


      P( H i /A)= P( H i )P(A/ H i ) ∑ i=1 n P( H i )P(A/ H i ) ,i=1,2,…,n,


      we obtain the following expression for the probability that only the equipment failed:


      P( H 1 /A)= (1− p 1 ) p 2 (1− p 1 ) p 2 + p 1 (1− p 2 )+(1− p 1 )(1− p 2 ) = (1− p 1 ) p 2 1− p 1 p 2


      Clearly, if the equipment never fails ( p 1 =1) , then P=0 . On the other hand, if the equipment is very unreliable ( p 1 =0) , then P= p 2 : the probability that the equipment fails is equal to the probability that the operator did not make an error. If the probabilities p 1 and p 2 are equal ( p 1 = p 2 =p), then P= p 1+p is the probability that either the equipment failed or the human made an error. For very reliable equipment and a next-to-perfect operator (human) (p=1) , P=0.5: the probability that only the equipment failed is 0.5. For very unreliable equipment and very "imperfect" human (p=0) we obtain P=0 : it is quite likely that both the equipment failed and the human made an error.


      Problem #3: The assessed probability that a certain segment of a mission will be accomplished successfully, provided that the environmental conditions are favorable, is p 1 . This probability will not change even in unfavorable environmental conditions, if the navigation equipment is adequate and functions properly. If, however, the equipment (instrumentation) is not perfect, then the probability of safe fulfillment of the given segment of the mission is only p 2 ⊲ p 1 . It has been established that the probability of failure-free functioning of the navigation equipment is p * . It is known also that in this region of the navigation space unfavorable navigation conditions are observed at the given time of the year in k% of the time. What is the probability of the successful accomplishment of the mission in any environmental conditions? What is the probability that the navigator used the equipment, if it is known that the mission has been accomplished successfully?


      Solution. The probability of the hypothesis H 1 "the environmental conditions are favorable" is P( H 1 )=1− k 100 . The probability of the hypothesis H 2 "the environmental conditions are unfavorable" is P( H 2 )= k 100 . The conditional probability P(A/ H 1 ) of the event A "the navigation is safe" when the environmental conditions are favorable is P(A/ H 1 )= p 1 . The conditional probability P(A/ H 2 ) of the event A "the navigation is safe" when the environmental conditions are unfavorable can be determined as P(A/ H 2 )= p * p 1 +(1− p * ) p 2 , so that the expression


      P(A)= 1− k 100 p 1 + k 100 p * p 1 +(1− p * ) p 2 = p 1 − k 100 ( p 1 − p 2 )(1− p * )


      determines the probability of accident-free navigation on the given segment. If it is known that the mission has been accomplished successfully despite unfavorable environmental conditions, then the probability of accident-free navigation on the given segment is


      P(A/ H 2 )= k 100 p * p 1 +(1− p * ) p 2 P(A) = k 100 p * p 1 +(1− p * ) p 2 p 1 − k 100 ( p 1 − p 2 )(1− p * ). Let, e.g., p 1 =1.0 p 2 =0.95 p * =0.98, k=80. Then P(A)=0.9992, P(A/ H 2 )=0.7998. So, the probability of the successful accomplishment of the mission is 0.9992, and the probability that the navigator used the instrumentation/equipment that enabled him/her to accomplish the mission successfully is 0.7998, otherwise the mission would have failed.


      Problem #4: The q i values for the wave conditions in North Atlantic in the region between 50° and 60° North Latitude are shown in Table 13 vs. wave heights of 3% significance (wave heights of 3% significance means that 97% of the waves are characterized by the heights below the h 3%,m level, and 3% have the height exceeding this level):


      Two sources of information predict a particular q i value at the next segment of the route with different probabilities p 1 and p 2 . What is the likelihood that the first source is more trustworthy than the second one?


      Solution: Let A be the event "the first forecaster is right", A ¯ be the event "the first forecaster is wrong", B be the event "the second forecaster is right", and B ¯ be the event "the second forecaster is wrong". So, we have P(A)= p 1 and P(B)= p 2 . Since the two forecasters (sources) made different predictions, the event A B ¯ + A ¯ B took place. The probability of this event is


      P(A B ¯ + A ¯ B)=P(A B ¯ )+P( A ¯ B)=P(A)P( B ¯ )+P( A ¯ )P(B)


      = p 1 (1− p 2 )+(1− p 1 ) p 2


      The first forecaster will be more trustworthy if the event A B ¯ takes place. The probability of this event is


      P(A B ¯ )= p 1 (1− p 2 ) p 1 (1− p 2 )+(1− p 1 ) p 2 = 1 1+ 1− p 1 1− p 2 p 2 p 1


      This relationship is computed in Table 14. Clearly, P(A B ¯ )=0.5, if p 1 = p 2 =p; P(A B ¯ )=1.0, if p 1 =1 and p 2 ≠1; P(A B ¯ )=0, if p 1 ≠1 and p 2 =1. Other Table 14 data are not counter-intuitive either, but this table quantifies the role of the two mutually exclusive forecasts.


      Most likely MWL


      Cognitive overload has been recognized as a significant cause of error in aviation, and therefore measuring the MWL has become a key method of improving safety. There is an extensive published work in the psychological literature devoted to the measurement of MWL, both in military and in civil aviation (see, e.g., [110-118]). A pilot's MWL can be measured using subjective ratings or objective measures. The subjective ratings during simulation tests can be in the form of periodic inputs to some kind of data collection device that prompts the pilot to enter a number between 1 and 7 (for example) to estimate the MWL every few minutes. Another possible approach is post-flight paper questionnaires. There are some objective measures of MWL, such as heart rate variability. It is easier to measure the MWL in a flight simulator than in actual flight conditions. In a real airplane, one would probably be restricted to using post-flight subjective (questionnaire) measures, since one would not want to interfere with the pilot's work.


      An aircraft pilot faces numerous challenges imposed by the need to control a multivariate lagged system in a heterogeneous multitask environment. The time lags between critical variables require predictions and actions in an uncertain world. The interrelated concepts of situation awareness and MWL are central to aviation psychology. The major components of situation awareness are spatial awareness, system awareness, and task awareness. Each of these three components has real-world implications: spatial awareness - for instrument displays, system awareness - for keeping the operator informed about actions that have been taken by automated systems, and task awareness - for attention and task management. Task management is directly related to the level of the mental workload, as the competing "demands" of the tasks for attention might exceed the operator's resources - his/her "capacity" to adequately cope with the "demands" imposed by the MWL. In modern military aircraft, complexity of information, combined with time stress, creates difficulties for the pilot under combat conditions, and the first step to mitigate this problem is to measure and manage MWL. Although there is no universally accepted definition of the MWL and how it should/could be evaluated, there is a consensus that suggests that MWL can be conceptualized as the interaction between the structure of systems and tasks, on the one hand, and the capabilities, motivation and state of the human operator, on the other. More specifically, MWL could be defined as the "cost" that an operator incurs as tasks are performed. Given the multidimensional nature of MWL, no single measurement technique can be expected to account for all the important aspects of it. Current research efforts in measuring MWL use psycho-physiological techniques, such as electroencephalographic, cardiac, ocular, and respiration measures in an attempt to identify and predict MWL levels. Measurement of cardiac activity has been a useful physiological technique employed in the assessment of MWL, both from tonic variations in heart rate and after treatment of the cardiac signal.


      Most likely HCF


      The HCF includes the person's professional experience; qualifications; capabilities; skills; training; sustainability; ability to concentrate; ability to operate effectively, in a "tireless" fashion, under pressure, and, if needed, for a long period of time; ability to act as a "team-player;" swiftness of reaction, i.e., all the qualities that would enable him/her to cope with high MWL. In order to come up with a suitable FOM for the HCF, one could rank each of the above and other qualities on a scale from one to ten, and calculate the average FOM for each individual.


      Future work


      The author realizes that the PPM approach, which has proven to be successful in numerous structural reliability problems, including aviation technologies, might not be accepted easily by some psychologists. Some of them may feel that the problem is too complex to lend itself to this type of formalized quantification and might even challenge the approach. With this in mind we would like to suggest several possible next steps (future work) that could be conducted using, when necessary, flight simulators to correlate the accepted DEPDF with the existing practice and to make this distribution applicable for the evaluation of the roles of the MWL and HCF in particular navigation situations.


      Aviation psychologists do not normally measure HCF as a single, unitary quantity. They might estimate the navigator's ability to handle stress, or test his/her reaction time, or ability to visually detect targets out the window, etc. These are all separate parameters that improve the pilot's ability to handle workload. It is important, however, that all these parameters, as well as some more permanent factors, like the pilot's qualifications; general professional experience and skills; performance sustainability; ability to concentrate; ability to make adequate and prudent decisions in conditions of uncertainty; etc. are also considered in a unified HCF. It is mandatory, of course, that such a unified HCF is task specific and is measured in the same units as the MWL is, otherwise the "stress"-"strength" model could not be used. These units could be particularly dimensionless, but should be established for a particular mission or task in advance. In addition, HCF has to be multivariate and "dynamic", taking into account "static" factors, such as operator's training, experience, native ability, as well as "dynamic" factors, such as fatigue and arousal. For instance, evidence points to elevated levels of air traffic controller operational errors at both low and high-task-demand-levels (i.e., more of a Yerkes-Dodson non-monotonic response), as well as possibly on the downslope after a period of peak arousal. Thus, one might be needing to model the first and even the second time-derivatives of arousal of workload to fully capture all the important effects. Other, perhaps, less challenging tasks might include:


      1) Testing to evaluate the effect of the fatigue state of the pilot on the effectiveness of his/her performance: there are cognitive test methodologies that can assess alertness;


      2) Carrying out continuous MWL measurements using subjective and/or psycho-physiological measures;


      3) Assessing the role of the aircraft type and the effectiveness of automation: more automation will make the pilot's job easier, in most cases, but might not be always available or affordable;


      4) Evaluating the role of weather conditions that might affect the MWL, and might have an effect on the HCF as well;


      5) Assessing the role of the "phase of flight." Since descent and landing are characterized by the highest level of MWL, the developed formulas should be applied and verified for these conditions. It is the authors' belief that it could be indeed applicable to such conditions, although we did not consider them specifically and directly in this paper. Particularly, complexity of the airport and air traffic situation might have an effect on the MWL: more complexity certainly means more MWL for the pilot to manage;


      6) Categorizing the types of errors/outcomes (again, typical and possible errors, not mistakes or blunders: these are beyond any PRM analysis) that might occur. One should determine ahead of time which kind of deviations of normal conditions and what kind of errors/outcomes he/she is interested in. Catastrophic loss of an aircraft usually results from a series of failures - deviations from normal conditions that might lead to a casualty, an unrecoverable situation. There was probably no reported loss of a commercial aircraft because one of the pilots was incapacitated, and our analysis has indicated that. Indeed, such an outcome would be rather unlikely, unless the pilot-in-charge is very bad and the probability that he/she fails even in normal operation conditions is next-to-one. In this connection we would like to point out again that the addressed example is just an illustration of one of the possible applications of the basic relationship (1). This relationship might have many more applications in vehicular technology, and, as far as the aerospace industry is concerned, might be applicable, after appropriate modification and generalization, not only to address (less critical) en-route situations, but landing situations as well.


      7) Use the model to compare the performance of different pilots (MCF) for different MWL levels. Of course, even a significant deviation from normal conditions does not necessarily lead to a casualty, and our models were able to quantify this circumstance. Additional insight is needed, however, to correctly design and adequately interpret the results of the tests in a flight simulator. In this connection it would be interesting to compare the accelerated life test (ALT) and highly accelerated life tests (HALTs) in hardware electronics with what could be expected from the flight simulation tests.


      Summary


      A DEPDF of the extreme value distribution (EVD) type is introduced to characterize and to quantify the likelihood of a human failure to perform his/her duties when operating a vehicle (a car, an aircraft, a boat, etc.). This function is applied to assess a mission success situation. We have shown how some methods of the classical probability theory could be employed to quantify the role of the human factor in the situation in question. We show that if highly reliable equipment is used, the mission could be still successful, even if the HCF is not very high. The suggested probabilistic risk management (PRM) approach complements the existing system-related and human-psychology-related efforts, and, most importantly, bridges the gap between the three critical areas responsible for the system performance - reliability engineering, vehicular technologies and human factor. Plenty of additional PRM analyses and human-psychology related effort will be needed, of course, to make the guidelines based on the suggested concept practical for particular applications. These applications might not be even necessarily in the vehicular technology domain, but in many other areas and systems (forensic, medical, etc.), where a human interacts with equipment and instrumentation, and operates in conditions of uncertainty. Although the approach is promising and fruitful, further research, refinement, and validation would be needed, of course, before the model could become practical. The suggested model, after appropriate sensitivity analysis is carried out, might be used when developing guidelines for personnel training and/or when there is a need to decide if the existing navigation instrumentation is adequate in extraordinary safety-in-air situations, or if additional and/or more advanced equipment should be developed and installed. The initial numerical data based on the suggested model make physical sense and are in satisfactory (qualitative) agreement with the existing practice. It is important to relate the model expressed by the basic DEPDF equation to the existing practice, on one hand, and to review the existing practice from the standpoint of this model on the other.
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